MeToanyecKue peKoOMeHJaluu
10 OPraHU3aLMOHHOH 3aluTe PU3NIECKUM JIULOM
CBOUX MEPCOHAbHbIX JAHHBIX"

JIaHHBIH JOKYMEHT pa3padoTaH /ISl CHUKEHUS] PUCKOB 0e30MacCHOCTH B YCJOBHSX

"TpaH3uTHOr0 MuUpa'" u 3pPexkTUBHOrO NMepexona K unudponoii noxe.

JIOKyMEHT  TIpeJHa3HaueH i  CHENHAJUCTOB B 00macTu  0€30MacHOCTH
UHQOPMAIIMOHHBIX ~ TEXHOJOTMH W  TEepCOHANBHBIX JaHHBIX, a TaKkKe i
3aMHTEpPEeCOBaHHBIX Jull. Ha ocHOBe [oKyMeHTa mpexmnojaraercsa pa3paboTka

00y4aImuX NporpaMM U JOKYMEHTOB JJIsl Pa3INYHbIX ayAUTOPHIA.

1. TepMuHBbI ¥ onIpeaeIeHUA

ANmapaTHO-MPOrPaMMHBIIl KOMILJIEKC — COYCTaHHE alapaTHBIX M MPOrPaMMHBIX
CpPEICTB, a TaKXe BHECEHHBIX W3MCHCHHHW B KOH(UTypalldH, CIOCOOCTBYIOIIHX
JTOCTIKEHUIO MAKCHUMAaJIbHO BO3MOXXHOTO YPOBHS 3alllUTHI MEPCOHATBHBIX JNAaHHBIX OT
yTeuek

biioknpoBaHHe NEPCOHAJBHBIX JAHHBIX — BPEMCHHOE IMpeKpamniecHue oO0paboTku
MEPCOHANBHBIX JIAHHBIX (32 UCKIIOYEHUEM CIIydaeB, €ciu oO0paboTka HeoOXoauma s
YTOYHEHUS TIEPCOHATBHBIX JTAaHHBIX )

Boabmue nannble (BigData) — o0o3HaueHHE TOIXOJ0B, MHCTPYMEHTOB W METOJIOB
pacnpeneicHHOW 00pabOTKH  TMOJYCTPYKTYPHPOBAHHBIX U HECTPYKTYPHUPOBAHHBIX
JAHHBIX CAMOT'O PAa3HOTO THIA U OTPOMHBIX 00BEMOB. B oTimyme oT TpaIuIMOHHBIX 0a3
JAHHBIX, OOJIBIIIME JAHHBIC HE OTHOCATCS K CTPYKTYPUPOBAaHHBIM, XPaHSITCS

JACHCHTPAIN30BaAHO U c71a00 CBSI3aHBI MCXKIY coOoi

" Hacrosimue MeToauueckne peKOMEHIAINY 110 OPTaHU3alMOHHON 3aIuTe QU3HUYECKUM JIMIOM
CBOMX MEPCOHABHBIX JaHHBIX pa3paboTaHbl KOHCYIbTaTUBHBIM COBETOM IPU YIOTHOMOYECHHOM
Oprase Io 3alIuTe MpaB CyObEKTOB NEPCOHAIBHBIX JaHHBIX



Bupyc (KOMNbIOTEpPHBI, NMPOrPAMMHBIN) — MCIOJHAEMBIM NPOrPAMMHBIM KOJA HIIU
MHTEPIPETUPYEMBIN Habop MHCTPYKIUH, o0Jaaromuii CBOMCTBaMH
HECAaHKIMOHUPOBAHHOTO PACIIPOCTPAHEHUS U CAMOBOCIIPOU3BEICHNUS

Bpenonocnass mporpamMmma — mporpaMma, MNpeJHAa3HAUYCHHAs i1 OCYIIECTBICHUS
HECAHKIIMOHUPOBAHHOTO JIOCTyNa W (WJM) BO3ACHCTBUS HA MEPCOHATbHBIC JAHHBIC WU
pecypchl HHPOPMAITMOHHON CUCTEMBI TEPCOHANBHBIX JaHHBIX

BcemupHasi mayTuHa — pacnpeiesieHHass CUCTEMA JOCTYIa K CBSI3aHHBIM JOKYMEHTaM,
PacIONOKEHHBIM Ha Pa3JIMYHbIX KOMIBIOTEPAX, MOAKIIOUYEHHBIX K IHTepHETY

JloctTyn B ONEPallMOHHYI0 cpely KOMNbHOTepa (MH(POPMALMOHHOH CHCTEMBI
MEPCOHAJIBHBIX JAAHHBIX) — TMOJYYEHHE BO3MOXHOCTH 3allyCKa Ha BBIIOJIHEHHE
MITATHBIX KOMaHJ, (YHKUUNA, TPOLEAyp ONEPallMOHHOM CHUCTeMbl (YHUYTOXKEHUS,
KOIUPOBAHUS, IEPEMEIICHUS U T.I1.), UCIIOJIHSIEMbIX (PailyioB MPUKIAAHBIX TPOrpaMM
JlocTyn K uH(pOpMALMU — BO3MOXKHOCTH MOTy4eHUsI HH(OPMAIIMK U €€ UCTIOIb30BaAHUS
3amumaemas nagpopmanus — HHGOpMaLYs, ABIAIOMIAICS NPEIMETOM COOCTBEHHOCTH
U TIOJUIeKaIasi 3alUTe B COOTBETCTBUU C TPEOOBAHHSIMHU MPABOBBIX JTIOKYMEHTOB WU
TpeOOBaHUSAMHU, YCTAHABINBAEMBIMUA COOCTBEHHHUKOM MH(OPMAITUU

NutepHer — T1inobanbHas cuctemMa, OOBEIUHSIONIAS KOMIBIOTEPHBIE CETH U
UCIIONb3yeMas JIJIsl IepeJauu U XpaHEHHUs TaHHbIX

NudopmanmoHHble TEXHOJOTMM — TPOIECCHI, METOMABI TOWCKa, cOOpa, XpaHEHUs,
00paboTKH, TIpeICTaBIeHus, PacpOCTpaHeHUsT MH(POpPMAITH B CTIOCOOBI OCYIIIECTBIICHUS
TaKUX MPOLECCOB U METOJOB

Hcnosib30BaHNe NMEePCOHATBHBIX JAHHBIX — JICUCTBUS (Omepalnu) ¢ NEePCOHAIbHBIMU
JTAaHHBIMH, COBEPIIAEMBIE ONEPATOPOM B LEIAX NPUHATHS PEIICHUN WM COBEPIICHUS
UHBIX JEHUCTBUM, TOPOXKIAIOIMUX OPUANUYECKUE TOCIEICTBUS B OTHOIICHUH CYOBEKTa
MEPCOHATBHBIX JTAHHBIX WA APYTUX JUI] JINOO WHBIM 00pa3oM 3aTparuBarolIMX MpaBa U
CB00O/1bI CYyOBEKTa EPCOHANBHBIX JAHHBIX WU APYTUX JIUIL

HcTounuk yrpo3bl 6e30macHOCTH HMH(popManuu — CyOBEKT MOCTyIa, MaTepUaTbHBIN
00BEeKT WM (U3NYECKOE SIBICHHUE, SBISIIONIMECS MPUYUHON BO3HUKHOBEHUS YIPO3bI

0e30macHOCTH UH(OPMALIUU



KonTposaupyemas 30Ha — Qu3nUecKoe MPOCTPAHCTBO, B KOTOPOM TIOMHUMO CYOBEKTa
HNEPCOHATIBHBIX JIAaHHBIX HCKJIIOYEHO MpEeObIBAHUE MOCTOPOHHUX JIUI[ UM IHOCTOPOHHUX
TPaHCIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPHAJIbHBIX CPEACTB

KoH(puaeHInaIbHOCTh NMEPCOHANBHBIX JAaHHBIX — 00s3aTeNbHOE A COOIIOACHUS
OMepaToOpOM WM HWHBIM TIOJYYMBIIUM JIOCTYIl K IE€PCOHAJIBHBIM JaHHBIM JIULOM
TpeboBaHME HE JOMYyCKaTh UX paclpocTpaHEeHUs Oe3 coriacus cyObeKTa MepCOHaIbHBIX
JAHHBIX WJIA HAJIMYUSA NHOTO 3aKOHHOTO OCHOBAaHMS

MertagaHHble — NEPCOHAIBHBIE JaHHBIE, CO3/1aBAEMbIE JJIEKTPOHHBIMH YCTPONCTBaAMU
IPU UX UCIIOJIB30BAaHUM YEJIOBEKOM, C €r0 BEIOMa WU O€3 TAKOBOTO

Hapymmnreans 06e301aCHOCTH NEPCOHANBHBIX AaHHBIX — (U3UYECKOE JIULIO, CIYYaiHO
WIM IIPEIHAMEPEHHO COBEPIIAIONIEE JEHUCTBHS, CIEACTBHEM KOTOPBIX SIBIISETCS
HapylIieHre 0e30MacCHOCTH MEPCOHANBHBIX JaHHBIX

HecaHKIMOHUPOBAHHBIN J0CTYNl (HECAHKIMOHHUPOBAHHBbIC NEHCTBHA) — JOCTYN K
uHOpMallUU MW JEUCTBUSA € HH(OpManueld, OCYIIECTBIIEMble C HapylLICHUEM
YCTAHOBJIEHHBIX NpaB U (WJIM) IpaBUi AOCTYNa K MHPOpPMALMK WU JeHCTBUN ¢ HEH ¢
OPUMEHEHHEM INTATHBIX CPEACTB HMH(MOPMALMOHHOM CHCTEMbl WJIU  CPEACTB,
aHAJIOTMYHBIX MM IO CBOMM (YHKIIMOHAJbHOMY NPEIHA3HAUYECHUIO U TEXHUYECKUM
XapaKTEpUCTHUKAM

Hocurenas nngpopmanum — Gpusnyeckoe MO WK MaTepUATbHBIA OOBEKT, B TOM YHCIIE
¢usnyeckoe mose, B KOTOPOM MH(OpMaLKs HAXOJUT CBOE OTPAKEHHUE B BUJI€ CHMBOJIOB,
0o0pa3oB, CHUTHAJIOB, TEXHUYECKUX PEIIeHUH M MPOIECCOB, KOJIUYECTBEHHBIX
XapaKTePUCTHK (PU3NUECKUX BEIUYNH

OOe3IMuYMBaHHE NEPCOHAJIBHBIX JAHHBIX — JCHCTBUSA, B pe3ynbTare KOTOPBIX
CTAHOBHUTCSI HEBO3MOXHBIM 0€3 HCIHOJB30BAHMUS JOMOJHUTENbHON HHpOpMaUU
ONpENEINTh IPHHAICKHOCTh MEPCOHANBHBIX JIaHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHATbHBIX TAHHBIX

OO0paldoTka mepCOHANBHBIX [JAaHHBIX — JCHCTBUS (aBTOMATU3UPOBAHHBIE U
HEaBTOMATH3UPOBAHHbIE) €  [EPCOHAJbHBIMU  JaHHBIMHM,  BKJIO4yas  cOop,
CHCTEMAaTH3alMI0, HAKOIUIEHHWE, XpaHEeHHe, YTOYHeHHe (OOHOBJIEHHE, W3MEHEHHeE),
UCTIOJB30BaHNUE, pacHpocTpaHeHHe (B TOM 4YuClIe Tepefady), O0e3IUYrBaHHE,

6J'IOKI/IpOBaHI/I€, YHUYTOXKCHUC IMTEPCOHAIBHBIX JAaHHBIX



OnyaliH-IPpUCYTCTBHE — IIEPCOHANIbHBIE JAaHHBIE YEJIOBEKA, JOCTYNHbIE B LU(PPOBOI
cpene

Onaaiin-ceppuc — wuaeHTUQUUIUpPYEeMas BeO-aJpecoM MporpaMMHasi CHUCTEMa CO
CTaHJApTU3UPOBAHHBIMM  UHTepdelicaMM M IPEJOCTaBIAIONIAs  MOJIB30BATEIIO
OIPEJIEJIEHHBIE YCIYTH, HAPUMED, TOCTYI K 0a3e JaHHBIX

OduiaiiH-IpUCYyTCTBHE — NEPCOHAIbHBIE JaHHBIE YEJIOBEKA, JOCTYIHBIE B PEAIBHOM
MUpe

Oneparop (mepcoOHANBbHBIX JAHHBIX) — TOCYJAapPCTBEHHBIM, pPETMOHAIBHBIN WU
MYHULMNAIBHBIM OpraH BJIACTH, IOPUAMYECKOE WM (U3NYECKOE JIMIO, OPraHU3yIollee
W/UIU OCYILECTBIIAIONIEE 00pabOTKY MEPCOHANBHBIX JAHHBIX, @ TAKXKE OIMpPEACIISIONINe
LeJIU ¥ cofiep KaHue 00pabOTKH MEPCOHATBHBIX TaHHBIX

IlepexBatr (uHopmMaumm) — HENpaBOMEPHOE MOJy4yeHHE HMHPOpMALUU  C
UCMOJIb30BAHUEM TEXHUYECKOT'O CPE/ICTBA, OCYLIECTBIIAIOLIETO OOHapyXeHHe, MpUeM U
00paboTKy MHPOPMATHUBHBIX CUTHAJIOB

IlepconanbHble JaHHBIE — 1003 MHPOpPMALKS, OTHOCAIIASICS K ONPEIeIEHHOMY WIN
olpesiesieMOMYy Ha OCHOBaHMM Takod uHGopMmanuu (uznyeckoMmy Juiy (CyObekTy
NEPCOHANBHBIX JIaHHBIX), B TOM 4YHCIE €ro (GaMuwius, UMs, OTYECTBO, JlaTa U MECTO
pPOXJIEHUs, aJpec, ceMeiHoe, COIMaIbHOe, UMYILECTBEHHOE IMOJI0OXKEHHE, 00pa3oBaHue,
npodeccus, 10X0bl, Ipyras nHopMaLus

IIpenocraBiieHue NMePCOHANBHBIX JAHHBIX — JICHCTBUS, HAllpaBJICHHBIE HA PAaCKpBITHE
IIEPCOHAJIBHBIX JAHHBIX ONPENCICHHOMY JIMIY WIN ONPENEICHHOMY KPYTY JIUI]
IIpoguab — COBOKYNHOCTh NEPCOHANBHBIX JAHHBIX MOJb30BaTENs, MPEAOCTABIAEMBIX
UM B IIU(POBOY U peanbHOU cpesie, P ONPEACIIEHHOM THUIIE B3aUMO/ICHCTBHUS
Pa3pemieHue Ha WMCHOJIb30BaHME NMEPCOHAJIBHBIX JAHHBIX — pa3pellieHue CyObeKTa
NIEPCOHAIBHBIX JIAaHHBIX, KOTOPOE OH JAeT 3aMHTEPECOBAHHON CTOPOHE Ha IOJIy4YECHHE,
cOop, XpaHEHHE U UCII0JIb30BaHUE MEPCOHANIBHBIX TAHHBIX O ce0e

PackpbiTHe NEPCOHAJIBHBIX [JAaHHBIX — YMBIIUIEHHOE WM CIy4YallHOE€ HapylIeHUe
KOH(UIEHIIMAIBHOCTH TIEPCOHAIBHBIX TAHHBIX

PacnpocTpaHeHne nmepcoHANbHBIX JAHHBIX — JCHCTBUS, HAllpaBJICHHBIC HA NEpeaady
NIEPCOHAIBHBIX JAHHBIX OINpPENEIEHHOMY KpyTy JIML (Iepenaya NepCOHANbHbBIX TaHHBIX)

NI Ha O3HAKOMJICHUC C MEPCOHAIIBHBIMA JAHHBIMHW HCOTPAHWYCHHOI'O KpyTra JIUI[, B TOM
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yyciie 00HapOJIOBaHUE NEPCOHANBbHBIX JIAHHBIX B CPEICTBAX MaccOBOW MH(OpMALINH,
pa3MelieHne B UH(OOPMALMOHHO-TEIEKOMMYHHUKALIMOHHBIX CETAX WU MPEA0CTABIICHUE
J0CTyNa K NEPCOHAIBHBIM JaHHBIM KaKUM-JIHM00 UHBIM CIIOCOOOM

Pecypc uH(pOpPMALUMOHHOM CHCTEeMbI — WMEHOBAHHBIA JJIEMEHT CHUCTEMHOTIO,
NPUKIAHOTO WIM alnapaTHOro odecreueHus (PyHKUMOHUPOBAHUS HHPOPMAUMOHHON
CUCTEMBI

CoaepikaTesbHble JaHHbIE — IEPCOHATIBHBIE JAHHBIE, CO3aBAEMbIE YEIOBEKOM, B TOM
qucae TEKCTOBble cooOuieHus, (ortorpaduu, BUIAEO- U ayAHO3alUCH, IE€pelaBaeMble
yepe3 MaTepHeT dhaiibl

ConunanbHasi HHXKeHEePHUs — COBOKYITHOCTh IIPUEMOB, METOJIOB U TEXHOJIOTMM CO3JaHUs
IPOCTPAHCTBA, YCIOBUH M OOCTOSTENBCTB, KOTOpPbIE MAaKCUMAIbHO 3(PPEKTUBHO
IPUBOJAT K KOHKPETHOMY HEOOXOAMMOMY PE3YJIbTATy, C UCIOJIb30BAHUEM COLIMOJIOTUU
U IICUXOJIOTUHU. B KOHTEKCTE NaHHOTIO JOKYMEHTA — MPUBOSAIINE K PE3YJbTAaTy YTEUKU
NEPCOHANBHBIX JaHHBIX W/WIM ylepOy MOoJIb30BaTelNsl WIN TPEThEH CTOPOHBI — KEPTBBI
COLIMAJIEHOM MH)KEHEPUU

ConmajabHasi ceTb — 1uaTopma WM BeO-CEpBUC, HAINPABIECHHBIH Ha BBICTpaMBaHUE,
OTpaXEHHE W OPraHU3alMI0 COLUAIBHBIX B3aMMOOTHOILIEHUN MEXIYy MOJIb30BaTEISIMU
(BKJIrOYAst HE3aPETUCTPUPOBAHHBIX B CETH)

Texnuvecknii kaHaa yredku mHGopManuu — COBOKYIMHOCTb HOCHUTENS MHQOpMaLUU
(cpenctBa 00paboTKH), GU3HUECKON Cpelbl pacpoCcTpaHEeHUsI MHOOPMATHBHOTO CHTHAJA
U TEXHUYECKUX CPEJCTB, KOTOPHIMU JOOBIBAETCS 3alluiaeMas nHpopmaus
TpaH3uTHBIH MHP — MPOMEXKYTOUHOE COCTOSIHME SKOHOMMKH, CIIOKMBILIEECS Ha
CErOJHAIIHMM JIeHb M XapaKTEpU3YIOIleecs MNpOoIEecCaMM IMEepexo/a OT KIACCHYECKHX
MoJIeNIell U TEXHOJIOTUM OpraHU3alluy KUZHEAEATENbHOCTH K HU(POBBIM

Yrpo3bl 6e30MaCHOCTH MEPCOHATBHBIX IAHHBIX — COBOKYITHOCTh YCIIOBHM U (DaKTOPOB,
CO3/AIONIMX OMACHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YHCJIE CIy4allHOTO, JOCTyMa K
NEPCOHAIBHBIM  JaHHBIM, PE3YJbTaTOM KOTOPOIO MOXET CTaTh YHHUYTOXKEHHUE,
U3MEHEHHE, OJIOKUPOBAHUE, KOMMMPOBAHUE, PACIIPOCTPAHEHUE MEPCOHANBHBIX JIaHHBIX, a
TaK)Ke WHBIX HECAHKIIMOHUPOBAHHBIX NEHCTBHUH MpH UX 00paboTke B MHPOPMAIMOHHOM

CUCTCMC NTCPCOHAJIbHBIX JJaHHBIX



YHHMUYTOKEeHHE TMEePCOHAJIBHBIX [JAHHBIX — JECUCTBUS, B pE3yJIbTaTE€ KOTOPBIX
HEBO3MO>XHO BOCCTAHOBUTH COJEpXKAHUE IMEPCOHANBHBIX JaHHBIX B HH(OpPMAIIMOHHOMN
CHCTEME MEPCOHAIBHBIX JAHHBIX WM B PE3YIbTAaT€ KOTOPBIX YHHUUYTOXKAKOTCA
MaTepuaIbHbIE HOCUTENH MEPCOHATIBHBIX TaHHBIX

YTeuka (3amuuraemoii) uHpopManun M0 TEeXHHYECKHUM KaHaJIaM - —
HEKOHTPOJIMPYEMOE paclpocTpaHEeHUE HHPOpPMAIMM OT HOCHUTENs 3allUIlaeMoi
uH(popMaluU Yepe3 PU3NUECKYI0 Cpely JO0 TEXHHUYECKOIO CPEJICTBA, OCYIECTBISAIOIErO
nepexsat uHpOpMaIUK

Va3BUMOCTh — CJIa00OCTh B CPEACTBAaX 3alIUTHI, KOTOPYIO MOXXHO HMCIOJB30BaTh MAJIs
HapyLIEHUs] CUCTEMBI WIIM COZepKalleics B Hell nH(popMaun

LenoctHocTh MHpOPMaNUMHU — COCTOSIHME HHGPOpPMAIMU, TMPH KOTOPOM OTCYTCTBYET
a000e ee MU3MEHEHHE JIMOO0 HM3MEHEHUE OCYIIECTBISETCS TOJIBKO MpeIHaMEpPEHHO
cyOBeKTaMU, UMEIOIUMHU Ha HETO MPaBO

HudpoBas TeHb — HUPpPoBOE MPUCYTCTBUE, OCYIIECTBIAONIEECS O€3 y4acTHsl CaMOTo
cyOBEeKTa 3a CUET NeATETbHOCTH U YCTPOMCTB TPEThUX JIUIL

HudpoBasi >KOHOMHMKA — XO3AUCTBEHHAs JI€ATEIBHOCTb, KIIOUYEBBIM (PaKTOPOM
NPOM3BOJICTBA B KOTOPOW SBISIOTCA JaHHble B LUQpoBoil (opme, u KoTopas
crocoOCcTByeT  (OPMHUPOBAaHWIO  HMH(DOPMAIMOHHOTO  TPOCTPAHCTBA, a  TaKXkKe
(GbOpMHUPOBAHUIO HOBOW TEXHOJIOTMYECKON OCHOBBI JJISi COIMAIBHOM M SKOHOMHYECKOM
chepsl

LudpoBoe mnpucyrcrBue — IOCTOSHHOE YydacThe B oOMeHe wuHpopMauuend u
B3aUMOJICHCTBUE BHE 3aBHCHUMOCTH OT MECTOIIOJIOKEHHUS, HeoOXoaumoe st
obecrieueHHs IPOU3BOACTBEHHOMN ACATEILHOCTH U 3P (HEKTUBHOTO OOIICHUS

Hudposoii ciaex — pe3ynbrar HUGPOBOTO MNPUCYTCTBUS, OCYIIECTBIEHHOTO CaMUM
CyOBEKTOM 32 CUET JIEATEIBHOCTH U C IIOMOIIBIO0 CBOMX YCTPOMHCTB

HudpoBoii mramm — COBOKYNHOCTh LHUMPPOBBIX TeHEW M IUPPOBBIX CIEIOB

MOJIB30BAaTEIsA, JOCTYITHBIX B ITU(POBOI cpejie



2. 0Oo6mmue nMoJ/ioKeHHUA

2.1. AKmya/sbHOCMb membul

B Hacrosimee BpeMmsi uudpoBoe MPUCYTCTBHE, ONpENEIsieMO€ KaK IOCTOSHHOE
ydqactue B oOMeHe uH(popmaluell U B3aUMOACHCTBHE BHE 3aBHCHUMOCTH  OT
MECTOTIOJIOKEHUSI CyObEKTa, IMONydaeT Bce OOJbIIee PacHpOCTpaHEHHE, CTaHOBUTCS
HEOOXOAUMBIM  (paKTOpOM  OOecleueHUs  MPOU3BOJCTBECHHOM  JEATENTbHOCTH U
s dexTruBHOrO 00IIEHUs. [ ero opraHu3aluu UCTIONb3YIOTCS 3JIEKTPOHHBIE TPUOOPHI,
a TaKkKe 3HAYUTEIbHOE YUCIO OOBEKTOB (PM3UYECKOTO MUpa (JUI0 YeloBeKa, HoMepa
aBTomoOmied u T1.10.). Ilpm 3TOoM 1HM(pPOBOE MPUCYTCTBHE MOXKET OBITH Kak
KOHTPOJHMPYEMBIM, TaK U BBIHYXKJICHHBIM, TO €CTh OCYIIECTBISIOMUMCS 0e3 ydacTus
caMoro cyobeKTa NoCpeACTBOM JIEATEIbHOCTH U YCTPOUCTB TPETHUX JIULL.

Jlnst opranm3zanuu 3¢p¢GeKTUBHOTO U(POBOTO MPUCYTCTBUS YeIOBEKa HEOOXOIUMO
OIpeJiesIeHne TPEOYIOLIErocs €My YpPOBHS B3aUMOJEWUCTBHSI, KaHAJIOB U CPEACTB €ro
peanuzaiyu, oobemMa nepegaBaeMoi nHGOpPMaIIH, a TAKKe BHIOOp U BHEIPEHUE CPENICTB
3amuThl. [Ipu 3TOM mepcoHaNbHBIE MAHHBIE — 3TO KIIOUYEBOH (akTop HUPPOBOTO
OPUCYTCTBUSA, T.K. OHU HEOOXOJMMBI KakK JJisi €ro OpraHu3allH, TaK U COCTaBIISIOT B
3HAYUTEIBHOM KOJHMYECTBE CIydaeB ero cojaepxkanue. Takum oOpa3om, 3 eKTUBHOCTD
u 0e30MacHoCTb UU(PPOBOr0 MPUCYTCTBUSI BO MHOTOM 3aBUCAT OT KYJbTYpbI
IIPOM3BOJICTBA U PACIIPOCTPAHEHUS IEPCOHAIBHBIX JAHHBIX.

B Hacrosiiiee Bpemsi mojasiisitoliee OOJBIIMHCTBO Tpa)KAaH BCEX BO3PACTOB HE
UMEIOT MH(OpPMALMU O TOM, Kakhe MEepPCOHAIbHBIC JaHHbIE OHMU IMPOU3BOJAT, KOMY, C
KakoM IeJbl0 M B KakoM oObeMe uX MepenaroT. Takoe IMOBEJEHHE HE TOJIBKO
HeA((EKTUBHO C TOUYKHU 3PEHHUS MCIOIb30BaHUS PECYpPCOB IMUGPOBON SKOHOMHUKHU, HO U
OIACHO.

beckoHTponbHOE  pacrnpocTpaHEeHHE  MEePCOHANbHBIX  JAHHBIX  SIBISIETCS
CYIIECTBEHHOM yrpo30oM JuIsi YacTHOW >Ku3HM Juia. OJHOBPEMEHHO, aKTHUBHOE
oOpallleHue JaHHBIX, MOJABIsAONIee OOJBIIMHCTBO U3 KOTOPBIX OTHOCHUMBI K KaT€rOpuu
NEPCOHANBHBIX, SBJISETCS 0a30BBIM YCIOBHEM JMHAMUYHOTO Pa3BUTHUS TEXHOJOTHU
Oonpmnx gaHHbIX. [1o cyTH, GonbIIMe AaHHBIE SKCIUTYaTHPYIOT OECHEYHOCTh JIOACH 1O

OTHOIIEHHIO K HH(poOpManuu o cebe, MpU ATOM HAXOIACh B CEpOM IMPABOBOM IOJIE,
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Mpexje BCEero, He coOioaas 1enu oOpabOTKH, NJisi KOTOPBIX IMEpPCOHATbHBIE JAaHHBIE
Obut monydeHsl. Ha nuno QynaameHTalbHOE NPOTHUBOPEYUE MPUHIUIIOB OONBIINX

JTAHHBIX C KOHIEMIINEN OXPAHbl YaCTHOM KU3HMU.

2.2. KoHyenmya/bHble n0dxo0bl

3aKOHOJIATEIbCTBOM O  3alUTE€ IpaB CYOBEKTOB MEPCOHAIBHBIX JAHHBIX
IPEeIyCMOTPEHBl TPU TPYHIBl METOAOB 3allUTHI, MPUMEHSEMBIX B HH(POPMALMOHHBIX
CHUCTeMax IEepPCOHANbHBIX [JaHHBIX: IPABOBbIE, TEXHUYECKUE, OpraHU3alOHHBIE.
[TpoaHanu3upoBaB MO aHAJOTMU BO3MOXKHOCTh HCIOJIb30BAHMSI TE€X K€ METOAOB IS
3alUThl (PU3NYECKUMHU JIMIIAMH CBOUX NEPCOHAIBHBIX JIaHHBIX, OYEBUIHO, UTO MPABOBOU
U TEXHUYECKUH METOJbI SBIISAIOTCS HE CTOJIb NIPUMEHUMbIMU B MHAMBUAYAIbHBIX LIEIAX:
NEPBBIA MO TNPUYMHE OOBEKTUBHOIO OTCTAaBaHUS HOPMATHBHO-IIPABOBBIX AKTOB OT
peanuil pa3BuTHs LU(POBOrO MUpa, BTOPOM BCIEICTBUE, KaK MPABUIIO, HEJOCTATOUHOTO
YPOBHSI TEXHUYECKOW IPAMOTHOCTH JIUIA U HEJAOCTYIMHOCTH JOCTOBEPHON MH(OPMALIUU O
KOHKPETHBIX cXeéMaX (YHKIMOHHPOBAHUS UCHOJb3YEMbIX UM OOOpYIOBaHHUS U
nporpaMm. IIpu 3ToM OpraHuM3alMOHHBIM METOJ 3aIUThl COOCTBEHHBIX MEPCOHATIBHBIX
JAHHBIX SIBJSICTCS pealbHbIM K MPUMEHEHUI0 (GU3NYECKUM JIMIIOM B CHIIy BO3MOXKHOCTHU
OCO3HAHMSI M KOHTPOJSL BCEX CBOMX JIEWCTBMII Ha JIOOBIX JTamax oOpraHu3aluu
nu(ppoBOro MPUCYTCTBUS, a TakKe IO MPUYUHE MMEIOIIEHCS BO3MOXKHOCTHU
HUBEJIMPOBAHUS 3HAUYUTEIBHOTO KOJIMYECTBA MOTEHIUMAIBHBIX MH()OPMALMOHHBIX YIpo3
CO CTOPOHBI 000PYIOBAaHUS U MPOTPaMM, a TAK)KE TPETHUX JIHII.

MeTtoauueckue peKOMEHAANK M0 OPraHU3alMOHHON 3amuTe PU3NIECKUM JTUIIOM
CBOMX  NEPCOHAJbHBIX  JAHHBIX  SBISAIOTCS  MH(QOPMAIMOHHO-UHCTPYKTUBHBIM
JIOKYMEHTOM 0a30BOT0 ypPOBHS, MPEAOCTABIISIONIUM JIIOOOMY COBEPIICHHOJIIETHEMY JIUILY
NPAKTHYECKYI0 HH(POPMALIMIO TI0 OpTaHU3allMi CBOEH IeATeNbHOCTH B YKa3aHHOMU cdepe.
JlokyMeHT BKJIIO4YaeT B cebsi 0a30BbIe MOACIN UH(POPMAITMOHHBIX YTPO3 U HAPYIIUTES,
ONKCAaHUE TMyTed NPOTHUBOJACHCTBHUS aKTyaJbHBIM HH(GOPMAIIMOHHBIM  yIpO3aM,
OPUHIIMIIOB, METOJOB W HMHCTPYMEHTOB OpraHu3aluu UU(POBOr0 MPUCYTCTBUS
(KOHTpONHMpYeMbI€ 30HBI, MPO(UIH, HACTPOIKA ammapaTHO-IPOTPAMMHOIO KOMILIEKCa,
npaBwia OHJAiH W odnaiiH npucyrctBus W T.1.). Mcnons3oBanue Metoanueckux

peKOMeHI[aL[I/Iﬁ IMO3BOJISICT OIPCACIINTE MHAWBUAYAJIBHBIC LCIN W 3aJavdu HI/I(I)pOBOFO



NPUCYTCTBUSL CyOBEKTa, MPHUHATH pemieHne 00 o0beMe MPOW3BOJCTBA IMEPCOHAIBHBIX
JAHHBIX M HX PaclpOCTPAHEHUH, BbIOpaTh CHOCOOBI OIUIATHI MOTPEOISIEMBIX YCIYT,
BbIpa0OTATh MEPHI 3AIIUTHI U MIPaBUIIA IOCTPOEHUSI NH(POPMALIMOHHOTO B3aUMOIEHCTBUS,
a Takke c@opMHpoBaThb HEOOXOAMMBIN  ammapaTHO-NPOrPaMMHBIM  KOMIUIEKC,
BbIpa0OTaTh M pealn30BaTh OPraHU3aLMOHHYIO CTpPaTerui0 B cdepe MepCOHAIbHBIX
JTAaHHBIX, BHEJAPUTH MEPHI U NpaBUIIa OHJIANH U OQIaiiH IPUCYTCTBUSI.

B pasButne MeToauyeckux pPEKOMEHAAHMN MO OpPraHW3alMOHHOW 3aluTe
(U3NYECKUM JIMLIOM CBOMX INEPCOHAIBHBIX JAHHBIX IUIAHUPYETCs pa3paboTKa y4eOHBIX
IporpaMM JUisl CTYIEHTOB M mpernoaasareneii BY30B, IIKOJIBHUKOB, IOIIKOJIBHUKOB,
YUMUTENIEH, POAUTENEM M IMMPOKOrO0 Kpyra 3auHTEPECOBAHHBIX JIML. Meronnueckue
pPEKOMEHJAMU MOTYT OBITh HCIOJB30BaHbl KAaK CaMOCTOATEIbHBIH OpPraHU3alMOHHO-
TEXHUYECKHIM KOMIUIEKC, & TaK)Ke JIeYb B OCHOBY CO3JaHUs aIlllapaTHO-IIPOTPaMMHOIO
OpoAyKTa Ha 0a3e MPHUHLMIIOB U MEXaHU3MOB perjaMeHTa IU(PpPOBOrO0 MPUCYTCTBHUS.
[IpennokeHHble MOAXOAbl MOTYT OBITH HCIOJNB30BaHbl JUIsI COBEPUICHCTBOBAHUS
MEXaHU3MOB peryJIupoBaHus LU(PPOBOM HSKOHOMHUKH, B IEPBYIO oOuepelb, chepsl

IMCPCOHAJIBHBIX TaHHBIX.

3. ba3zoBasa w™ogeJb yrpos 0€e30MaCHOCTH IMepPpCOHAJIbHBIX

AdHHbBbIX (l)I/IBI/I‘IeCKOl"O JINIa

[IpuBenennass Huwxke Mogenb yrpo3 COJACPKUT KpaTKUK MEpEedYeHb Yrpo3
0€30MacCHOCTH MEPCOHANBHBIX JAaHHBIX (PU3UYECKOTrO JIMIA. JTU YIpO3bl O0YCIOBICHBI
NpeIHAMEPEHHBIMA WM HENPEAHAMEPCHHBIMU  JCHCTBUSAMHU (DU3UYECKUX JIUII,
3apyO0eXKHBIX CIIELCTY>KO WM opraHu3anuii (B TOM YUCIIE TEPPOPUCTUUECKUX), a TaKKe
KPUMUHAIBHBIX TPYNIHUPOBOK, CO3JAOIIUX YCIOBUS (MPEANOCHUIKK) IJIsi HAPYIICHUS
0€30IMacHOCTH TEePCOHAIBHBIX JIAHHBIX, KOTOPOE BEACT K YyIIEepOy >KU3HCHHO BaXKHBIX

HHTCPCCOB JINYHOCTH, O6IJ.I€CTB8. H rocyaapcrtaa.



3.1. AxmyasibHble UHHOPMAYUOHHBIE Y2POo3bl HU3UYEeCK020 Auya

B orHomenun Qusnueckux Wil HawmboJee BEpOsATHA Yrpo3a HEMpPaBOMEPHOTO
JIOCTyNa K WX MEpPCOHAJIbHBIM [@HHBIM JJI 3aBJIAQJICHUS JUYHOM uHopManuerl u
JATBHEHIIIEr0 MCIOJIb30BAHUS B KOPBICTHBIX U MPOYMX MPOTHUBOIPABHBIX Lesax. [lpu
BO3HUKHOBEHHH yTPO3bI CO CTOPOHBI TOCTOPOHHETO (PU3UUSCKOTO JIMIA WU TPYIIIHI JTHI]
LEeNblo, Kak [paBWJIO, CTaBUTCS HAaHECEHHE (PUHAHCOBOrO yiepda CyObeKTy
MEPCOHAJIBHBIX  JIaHHBIX.  3aMHTEPECOBAHHBIC  JIMIIA  MOTYT  MAHUIYJIMPOBATH
MEPCOHAIBHBIMUA JTAHHBIMU C IEIbI0 OKa3aHUs JABJICHUS Ha CYObEKTa U MPUHITHE UM
BBITOJIHOTO HApYIIUTEN0 pemieHus. IHocTpaHHbIE CHEICITYXKObl U OPTaHU3alMA MOTYT
CTaBHUTH IEJIBIO JIECTAOMIIM3AIINIO SKOHOMHYCCKOM, COIMAIbHON W MOJIUTHYCCKON JKU3HHU
pPErruoHa Ui 1EeJI0T0 TOCYIapCTRa.

Yrpo3sl JaHHBIM, 00pabaThIBaEMbIM B MH(POPMAIIMOHHBIX CUCTEMAX, CBSI3aHBI:

® C MEepexBaTOM NEPCOHAIBHBIX JAHHBIX MO TEXHUYECKUM KaHajgaM (C ILEJbI0 UX
KOITUPOBAHUS M/WIH HETIPABOMEPHOTO PACIIPOCTPAHEHUS U UCIIOIb30BAHUS;

® C HECAaHKIMOHHUPOBAHHBIM, B TOM YHCJE CIy4yalHBIM, JOCTYIIOM B
nHpOpMallMOHHYI0O  cucTeMy  (C  1eJIbl0  W3MEHEHHUs,  KOIHUPOBAHUS,
HEIPaBOMEPHOTO PaCIPOCTPAHCHHS I YHUUTOKCHUS JaHHBIX).

CTOUT OTMETUTH, YTO TIEPEXBAT JAHHBIX [0 TEXHUYECKUM KaHallaM MEHEe aKTyaJieH
JUIS. IeATEIbHOCTH KOHKPETHOT'O TOJIb30BATENs, MO3TOMY B NPUHATHU JIMYHBIX MEP
0€30MacHOCTH CTOMUT aKIEHTUPOBATHCS HA MPEOJOJICHUH YIPO3 HECAHKIIMOHHUPOBAHHOTO

JIOCTYTIA.

3.2. lenesast unhopmayus u cpeda ee c6opa

[HudpoBoe mpucyrcTBue HEU30EKHO COCYIIECTBYET C TaKUMH SIBICHUSMH, Kak
«uuppoBoit cnen» u «uudpponas TeHb». LudpoBas TeHp — 3TO0 HHPOpManuA,
co3zaBaeMas o JIIOJSX aBTOMAaTUYECKU ITOCPEJICTBOM JIESITEIBHOCTH M YCTPONCTB TPETHHUX
UL, a UUPPOBOM cled — JaHHble, CaMOCTOSTENbHO IIepe/laBaeMble CYOBEKTOM B
UpPOBYIO Cpely, Takue, KaK JIIEKTPOHHBIC MHCHhMA, PETUCTPALMOHHBIC JaHHBIE Ha
cailiTax CoOllMaJIbHBIX ceTel, poTorpaduu, reorno3uluy 1 T.1.

B orHomennn wuHpOpManMM, pa3MeNIaeMoil W pa3MEIICeHHON B BHUPTYaJIbHOM
NPOCTPAHCTBE, MOXXHO BBIIEIUTH JBa KputTepus kinaccudukanuu. IlepBeiii — mo
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XapaKTEepPUCTUKE MEPCOHANBHBIX AHHBIX: HU(POBON Ciieq WM TE€Hb, TO €CTh CBOMMH
aKTUBHBIMU JEHCTBUSMM pazMeliaeMoi nHpopMaiuu, JIn0o NeHCTBUSMHU TPEThUX JIUL U
ycTpoiicTB. BTopoli — mo mnpu3HAaKy cCpelbl: pacnpoCTpaHieMON MO (PU3NYECKUM
KaHaJaM, 10 KaHanaM Tesne(oHHOM! cBsi3U win yepe3 MHTepHerT.

Kpome Toro, nepcoHaibHbIE TaHHBIE Pa3lEIAIOTCA HA COIAEPIKATECIIbHBIE TAHHBIC U
METaJlaHHbIE — «IaHHbIE O JaHHbIX». K coxepkaTenpHBIM JaHHBIM, CO3/1aBAEMbBIM
YEJIIOBEKOM MWJIM YCTPOIICTBAMH, OTHOCSITCS TEKCTOBbIE, BHAEO- U (HOTO- COOOIICHMS,
pa3roBopsl, nepenaBaeMble dyepe3 MHTepHer Qaiinbl. MeTanaHHbIe CO3JAIOTCS TOJBKO
IIEKTPOHHBIMU npudopamu: cookie-daiiibr B Opay3epe, KypHaJIbI
BXOJIALIUX/UCXOASIINX 3BOHKOB, T€OMO3UIIMOHHBIE METKH B (poTOrpadusx Mpu ChEMKE,
BUJIEO0-, ayTN0- MOHUTOPHUHT H T.II.

WuTepHeT 3amojiHeH MHOYKECTBOM LHU(POBBIX CIEAOB U TEHEH, BCE M3 KOTOPBIX
MOTYT MCIIOJIb30BaThCsl JJI aHAJIN3a IMOBEIEHUS MOJIb30BATENS U C ITOMOIIBIO KOTOPBIX

9TO MOBCACHUEC MOKCT KOPPCKTUPOBATHCS U HAIIPABJIATHCA B HYKHOC PYCJIO.

3.3. OnpedeseHue aKmya/abHbIX y2po3 6e30NACHOCMU NEepPCOHA/IbHBIX

JaHHbIX

YTpo3sl ¢ NPUMEHEHHUEM TPOTPAMMHBIX W MPOrPAaMMHO-ANNAPATHBIX CPEACTB
peaTM3yIOTCs TIPU OCYIIECTBICHUN HECAaHKIIMOHHMPOBAHHOTO, B TOM YHCJIE CIIy4aiHOTO,
JOCTyIa, B PE3yJbTaTe KOTOPOTO OCYIICCTBIISICTCS HapyIIeHHE KOH(HICHIIMATHLHOCTH
(komMpoBaHUE, HECAHKLIIMOHUPOBAHHOE PACTIPOCTPAHEHUE), LIEIOCTHOCTU (YHUUYTOKEHUE,
W3MEHEHNE) M JOCTYIMHOCTH (OJIOKHpOBaHHWE) MEPCOHATBHBIX JAaHHBIX, W BKIIOYAIOT B
ce0st:

e VyIrpo3bl yTEYKH IIEPCOHAIBHBIX JIAaHHBIX C CepBepa omeparopa
MEePCOHATBHBIX JaHHBIX. OJUH W3 CaMbIX aKTYyaJbHBIX THUIIOB YyIpo3 B
nudpoBoii cperae 0O0YCIOBICH HEAOCTATOYHBIMH 3aKOHOJATEIHbHBIMH
MepaMH B OTHOIIGHWH  ONEPATOPOB  TIEPCOHAIBHBIX  JITAHHBIX,
CIIOCOOCTBYIOIIIMMHU HE COOJIFOZICHUEM HEOOXOIMMBIX Mep IO 3alluTe
MEePCOHATBHBIX JAHHBIX. YTPO3a BO3HUKACT MPU IMepeaade MmepCOHATbHBIX
JAHHBIX OIEPaToOpy, HE 3aMHTEPECOBAHHOMY B TIIATEIBLHOW MPOPAOOTKE

MCP 3alUTBI AOO0CTyIlIa K XpPaHUMBIM Ha €Tr0o CCPBCpax ICPCOHAJIBbHBIM
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JaHHBIM M JONYCKAIoIIeMy (HENpEeAHAMEPEHHO WM IPEAHAMEPEHHO)
YTE€UKH MEPCOHATIBHBIX JaHHBIX;

yIpo3bl OCTyna (MPOHUKHOBEHHUS) B OMEPAIMOHHYIO CpPEAy YCTPOMCTBA C
UCIOJIb30BAHUEM MITATHOTO TMPOrpaMMHOr0 olecredueHus (CpelcTB
ONEpPAallMOHHOM  CHUCTEMbl WM NPUKIAAHBIX  IPOrpaMM  OOILIEro
NPUMEHEHHUS ) TOIPa3eISIIOTCS Ha:

1. Yrpo3sl HENOCPEACTBEHHOTO JOCTYIA. 3JOYMBIIUICHHUK MOXET
MOJIYYUTh JOCTYIl K YCTPOMCTBY WIH PECYpCY, COAEpKAIIEMY
NEpCOHANbHBIE JIaHHBIE, OCTaBICHHOMY 0e3 TMpHCMOTpa ¢
HEJ0CTaTOYHOM CTENEHbIO 3alIUThI JOCTYIIA,;

2. Yrpo3bl ynaneHHOTO JOCTYMa. 3JIOYMBIIUICHHHUK MOXET IMOJTYYUTh
JOCTYII K YCTPOMCTBY WJIU PECYPCY C UCTOIB3YEMBIMU J1e(POITHBEIMU
(1o yMOJTYaHUI0) NTaHHBIMU JIJIs1 aBTOPH3AIIMH; THOO OCYIIECTBUTH TO
e camMoe TOCPEJICTBOM B3JIOMa HECTOMKUX CHCTEM 3alllUTHhI;

yIpo3bl  CO3/1aHUsl  HEWTATHBIX PEXKUMOB  PAaOOTBl  MPOrPAMMHBIX
(mporpaMMHO-anmapaTHbIX) CPEICTB 3a CUET MpeJHAMEPEHHBIX U3MEHEHUN
CIIy’)KEOHBIX JITaHHBIX, WTHOPUPOBAHHUSA, TNPEAYCMOTPEHHBIX B IITATHBIX
YCIIOBUSX OTPAaHUYEHUN Ha COCTaB M XapaKTEPUCTUKH oOpabaThiBaeMoOii
uH(popMalMM, UCKaXeHUs (MOAM(PHUKALMK) CaMMX JaHHbIX M T.n. Takue
yIpo3bl MOTYT BO3HHUKHYTh B CJy4yae HMCHOJb30BAHUS HETUIEH3UOHHOTO

NN CKOMIIpPOMCTHPOBAHHOI'O arIapaTHoro N IMporpaMMHOI O

00cCIICUCHHS;
yIpO3bI BHEIPCHHUS BPEIOHOCHBIX porpamMm (mporpamMmHO-
MaTeMaTH4YECKOTO BO3JICUCTBUS). Takue YTPO3bI HauOosee

pacnpoCcTpaHeHbl M MOTYT BO3HUKATh IPU MOCEIIEHUH COMHHUTENIbHBIX
pecypcoB (K IpuMeEpPy, He UMEIOIIUX IMOJITBEPKIECHHOTO cepTU(dHUKATa HUITU
UCIOJIb3YIOIIUX  JUISl  JIOCTYNa HE3alUIIeHHbIE MPOTOKOJBI  CBSI3M),
YCTaHOBKH HEJINLIEH3UOHHOIO WIH CKOMIIPOMETUPOBAHHOIO
MPOrpaMMHOI0 0OecreueHus;

YIpo3bl METOAAMH COLMAJIBHOW HWH)KEHEepHUH. JlaHHBIM BUA  YIpo3

PCaIN30BLIBACTCA 3JIOYMBIINVICHHUKOM [CJICHAIIPABIICHHO B OTHOIICHHUU
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MOJTb30BATENSl W/MIU TPEThbUX JHUIl. BEpOSTHOCTh BO3HUKHOBEHHS yTPO3bI
JAQHHOTO THUIIA BO3pacTaeT MpU IMYyOJUKALMU IEPCOHAIBHBIX JaHHBIX B
OTKPBITBIX MCTOYHHMKAX B LU(POBON cpene, a TakkKe MPH HECOOJIOIECHUN

AO0CTATOYHBIX MCP II0 3alIUTC CBOUX IICPCOHAJIBHBIX TaHHBIX.

4. ba3oBasd MoAeJsib HapyuIuTeasa

B kauecTBe HapymmTens paccMarpuBaeTcs Jito00e JIMLO WM TPYIIa JUL, KOTOpoe
OCYILECTBIISIET, MOXET OCYIIECTBUTh MM OCYIIECTBWIO OOpabOTKY IE€pPCOHAIBHBIX
JAHHBIX IPU OTCYTCTBUU COOTBETCTBYIOIIETO PAa3pelIeHUs WIHM C HapyUIeHUEM YCIOBHUH
TakoBoro. Hapymmrenem MoxeT SBIAThCSA Kak (pU3MUYECKOe JIMLO WIH TPYIIa JUL, TaK U

OpraHu3alus, a TAaKXKe CIeICTy>KObl U OpraHbl BIACTH (B TOM YHCIIE U 3apyOekKHbIE).

4.1. 0O6wue nos10%ceHUs

[Tpu opranu3zanuu 3amuThl HHGOPMALIMK, B TOM YHCIIE NP 3allIUTE NEPCOHAIBHBIX
JAHHBIX OPraHU3allMOHHBIMU MepaMH, IOMUMO MOJEIH YIpo3, HEOOXOJAUMO YUHUTHIBATh
Mojenb Hapymwurtens. Llens B pa3paboTke Takod MOJENM 3aKIIOYaeTcsl B aHAIU3e
BO3MOXXHOCTEH, KOTOpPbIM NOTEHLHUAIBHO MOKET 00JaaTh 3J0YMBIIIJICHHUK IPU

OpraHu3alnuy IOIBITOK JOCTYIIA K 3allUITACMBbIM IICPCOHAJIbHBIM JaHHBIM.

4.2. Kaaccugpukayusa Hapywiumeet

Cpenu MOTCHIMABHBIX HAPYIIUTEICH MOKHO BBIJICIIUTD JBA THIIA:

. Hapymureneid ¢ GU3NIEeCKUM JOCTYIIOM, PEATM3YIOIIUX YTPO3bl 0€30IMacHOCTH
MEPCOHATBHBIX JTAHHBIX TPU HETOCPEJACTBEHHOM JIOCTYIE K YCTPOMCTBAM H
CHCTEMaM, XpaHsAIIUM IepCOHATbHBIC IAHHBIC;

. HApYIIUTENEH C YIaJCHHBIM JIOCTYIIOM, PEATU3YIOMUX YrpOo3bl 0€30MacHOCTH
MEPCOHANTBHBIX JIAHHBIX dYepe3 WHTEepHET W TPOYUMHU JHUCTAHIIMOHHBIMU
croco0amH.

Jlist mosydeHust JoCTyna K MEePCOHABHBIM JIAaHHBIM HApYIIUTENb C YJIAJICHHBIM

JIOCTYTIOM MOXET OCYIIECTBIISATH MEPeXBaT OTKPBHITON M 3amuppoBaHHON MH(OpMAIUH,
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neperaBaeMol M0 KaHalaM CBSI3M CETAM OOIIEero TIONbh30BaHUS W (WIH) CeTsIM
MEXTyHapOJHOI0 HH(POPMAILIMOHHOTO 00MEHA, a TAaKXKe I10 JIOKAJIbHBIM CETSIM.

JIroboMmy HapymMTeno ¢ GU3NYECKUM JOCTYIIOM HEOOXOAMM HENOCPEICTBEHHBIN
KOHTAaKT C yCTPOHCTBOM CyOBEKTa MJIU ONEpaTopa NePCOHATIbHBIX JaHHBIX.

OnucanHas MOJIENb HAPYLIUTEINS SIBISIETCSI 0a30BOM U MOXKET OBITh MCIOJIb30BAHA

JUTsL pa3pabOTKKU YaCTHOW MOJENN HApYIITUTEIIS.

5. IlyrTu npoTHBOAENCTBMS  peasM3aliUd  AKTyaJIbHbIX

HWHPOPMALMOHHBIX yIrpo3

ba3zoBas mMozens MHGOpPMALMOHHBIX yrpo3 ¢u3ndeckoro juna u basoBas mozaens
HapyLINTENS MO3BOJIIOT ONPENEINUTh KIKOYEBBIE MOAXOABl K IYTAM NPOTHUBOICHCTBHS
peanu3aluy  aKkTyaJbHBIX  HMHQOpMAUMOHHBIX  yrpo3. Ilpemmaraemslii  BekTOp
IPENIoNaraeT BO3MOYKHOCTb OCO3HaHHBIX JEWCTBUHM JHIA C JIOOBIM YpPOBHEM
TEXHUYECKMX  3HAHUH, HEOOXOAMMOCTb  MNPHUHATHA  pEIIeHuH B YCIOBUSX
HEONPENEICHHOCTH U KOHTPOJIIMPYEMOCTD IIIaHUPYEMBIX PE3YJIbTATOB.

C yueToM yKa3aHHBIX HPUHIUIIOB OCHOBHOM AaKIEHT JIOJDKEH OBbITh CHeNaH Ha
KOHTpoJie (U3NYECKHM JIMIIOM IPOU3BOJCTBA IE€PCOHAIBHBIX JaHHBIX, B T.4. U
OTHOCSAUIMXCA K TpeThuM iuuaMm. Ha crnenyromiem srtame JoikeH ObITh OINpesesieH
QJITOPUTM XPAHEHHUS, PaCIpPOCTPAaHEHMs W YHUUYTOXKEHMS YKa3aHHBIX CBeAeHH. Bo
BHUMaHUE JOJKHBI OBbITh IPUHSTHI KaK COJEpKaTeIbHbIE, TAK U METaJaHHBIE.

IlepeHocss  ykasaHHbIE BBIIIE BOINPOCHI, SABIIAIOIIMECS OJHOBPEMEHHO U
OTpaHUYEHUSAMH, B IUIOCKOCTh pEaM3allMM MPAaKTHYECKUX JEHCTBUH, lenecooOpa3HO
OTIpeNIeTNTh B KayecTBe HEOOXOJUMOI0 U MHHHMMAJIBHO JOCTATOYHOTO KOMILJIEKC M3 3
BUJIOB IJIAHOMEPHOM U B3aUMOYBS3aHHOM €SI TEIHOCTH:

® MUHUMHU3ALMS 00beMa HUPPOBOTO MITaMIa (GU3NIECKOTO JTULA;
e (opMHUpOBaHUE CTAaHAAPTUIUPOBAHHBIX IU(POBHIX CIIEIOB;
® AKTHUBHOE BIUSHUE Ha COJepKaHue U(PPOBBIX TEHEH.
VYka3piBasi, yTo UU(POBOM IITAMI COCTOMT M3 IUQPPOBBIX CIEAOB U IUPPOBBIX

TCHCfI, MMpaBOMCPHO 3aMCTHUTb, 4YTO B JdHHOM CJIyda€ HWUTOroBas CyMMa Ooublie
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pe3yibTaTa, MOoJy4yaeMoro IMpU MPOCTOM CIOKEHUU 4YacTed W3-3a 3HAYUTEIhHO Oosiee

IIUPOKHUX BO3MOXKHOCTEH AaJIbHEHIIIETO aHAJIN3a CBEACHHBIX BOSIMHO JaHHBIX.

5.1. MuHumu3zayus o6sema yugpoeozo wimamna huzu4eckozo auya

Munumuzanus odbeMa 1udpoBOro mramna (U3WYECKOTo JIMLA, HPEkKIE BCETO,
M0JIpa3yMeBaET MPUHATHS OCO3HAHHOTO M MH()DOPMHPOBAHHOTO pPEUICHUS O TOM, KakKue
JAHHbBIE, JUIS KAaKUX LeJIed U B KaKOM 00beMe (PU3NYECKOE JINLIO HAMEPEHO MTPOU3BOIUTb.
B naHHOM KOHTEKCTE MpeAnoiaraeTcss TPaKTOBaTh MOHATHE MEPCOHANBHBIX JaHHBIX
MaKCUMAJIbHO MIMPOKO M TPUYHCIATh K HUM JIOO0YI0 MH(POPMAIHMIO, OTHOCAIIYIOCS K
OTIPEJICIICHHOMY WJIU OTPEACNIIeMOMY JIUIY — OT TPaH3aKIIMOHHBIX JAHHBIX J0 MEPEeyHs
omon B dopMmyisipe 3aka3za 3aBTpaka B roctuHuiie. OCOOEHHO Ba)XKHO YYUTBHIBATh, UTO
MIPU MPUHATHH PEIIeHUsI 00 UCIOJIb30BAaHUU KaKOTo MO0 nudpoBoro nmpudopa, ceppuca
WIK TIPOTPaMMBbI, B TIEPBYIO OuYe€pe/ib, JTOKHO MPUHUMATHCS PEIICHHE O TOTOBHOCTH K
MIPOU3BOJICTBY NIEPCOHAIBHBIX JAHHBIX, a YK€ MOCIIE ATOr0 — O MOJIE3HOCTH U y100CTBaX,
MOJIy4aeMbIX TPU HCIOIH30BAaHUU. BaKHO OTMETHUTH, YTO B Ciydyae C aOCOJIOTHBIM
OOJNBITMHCTBOM BHJOB OOOpPYIOBaHHUS W TPOTPAMMHBIX MPOAYKTOB pe€Ybh HAET O
MIPOU3BOJICTBE HEKOHTPOIUPYEMOTO (HU3MUECKHUM JIUIIOM M HEJIEKJIaPUPOBAHHOTO 00BbeMa
NepcoHANbHBIX JaHHbIX. Ha cregyromeM 3tane HEOOXOJUMO  OCYILECTBIECHUE
IUTAHOMEPHOM JI€ATEILHOCTH 1O PacpOCTPAaHEHHUIO MEPCOHANBHBIX JTaHHBIX B HHTEpECax
JMOCTKEHUS KOHKPETHBIX IIeNied JIUIa, YTO MOXET OBITh KaK CaMOCTOSITEIbHBIM
npoueccoMm (Hampumep, pasmelnenue Gotorpaduil B COLMANBHBIX CETSIX WIM Pe3oMe Ha
caifte o mojdopy nepcoHana), Tak ¥ BCIIOMOTaTEIbHBIM 10 OTHOLICHHUIO K IVIABHOMY
(mpenocTaBieHUE NEPCOHATBHBIX JAHHBIX AJIs1 IPUOOPETEHUs OUIETOB, pEruCcTpaLus JIs
noiy4deHus noctyna k myommunond Wi-Fi cetu u nip.). [Ipu 3TOM CTOUT MOCTOSIHHO UMETh
B BUJY, YTO TPOM3BEACHHBIC MEPCOHAIBHBIC JAHHBIC B TOJABISIONIEM OOJBIIHHCTBE
CIIy4aeB MOTYT pacHpOCTPaHITHCS M BHE 3aBUCHMOCTH OT JKeJlaHus (PU3NYecKoro Jmua,
HarnpuMmep, IepernocToM B COLICETAX UM BeO-CEPBUCOM 110 COOCTBEHHOMY PELICHHUIO.

OTtnenpbHOE BHUMAaHUE HEOOXOAUMO YACTUTHh MPOU3BOJICTBY BAaIlIUX MEPCOHATBHBIX
JMAHHBIX TPETBUMHU JIMIIAMH — CMapTQoHAMH Jpy3ei, KamMepaMH TOPOJICKOTO
BUJICOHAOIIOICHUS, oniepaTopaMu 0a3 JaHHBIX U mp. OOGIIMM IPaBUIIOM MOKET CIYKUTh

JO0IMyHICHUEC, YTO B HCIIPCPBIBHOM PCIKUME BCIACTCA C60p JaHHBIX (1)I/I3I/I‘-IGCKOFO Juna, BO
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MHOTMX CIIy4asX JaHHBIM IIPOLECC SBIAETCA CIIy4alHbIM, HEOCMBICIICHHBIM W HE
KOHTpoJupyeMbIM. [lonydyeHHble IepCOHANIBHBIE JaHHBIE IIUPOKO BBOAATCS B 000POT, U
KOHTPOJMPOBATh UX PACHpPOCTPAHEHUE (PUINYECKUM JIULOM IPAKTUYECKH HEBO3MOXKHO.
B cBsI31 ¢ 3TMM MakcUMaJabHOE BHUMaHHE LE€JIeCO00Pa3HO yIeIUTh HMEHHO IPOoIecCy X

IMPOU3BOJCTBA N OKAa3aTb HAa HCI'O BCC BO3MOKHOC BJIMAHUC.

5.2. dopmupoeaHue cmaHdapmMu3upo8aHHbIX YUPpPos8bsIX c/1e008

CraHnapTH3WpOBaHHBIE IMPPOBBIC CIEIbI MOTYT OBITh TNPUMEHEHBI IS
OCYIICCTBJIICHHSI M OTPaXCHUS B HWHQPOPMAIMOHHOW CpeAe PETYJSAPHBIX IPOIECCOB,
HEOOXOUMBIX 4esioBeKy. OTpaboTaB MeXaHW3M (OPMHPOBAHHS CIIEAOB HEOOXOIUMOTO
colepKaHusl, (QHU3UYECKOE JIAIO TOJIy4daeT JOMOJHUTENbHBIE BO3MOXHOCTH B
HCIIOJIb30BaHUH CEPBUCOB W MpUOOPOB (HampuMmep, MPUOOpPETeHHE TOBApOB MO Oojee
HU3KUM IICHaM), CO3/aeT JKelaTelbHOe OOIIECTBEHHOE MHEHHE O ceOe, OJTHOBPEMEHHO

3alMINasi YaCTHYIO KU3Hb.

5.3. AkmueHoe siusiHue Ha codepiicaHue Yyughpoasuix meHell

AKTHBHOE BIUSHUE Ha cojepkaHUE HUQPPOBBIX TEHEH TOCTHKHUMO, B MEPBYIO
ouepenib, UCIOJIb30BAHUEM CUCTEMBI CAMOOIPAHMYEHUN Ha JESATENBHOCTh B O(hJaiiH- U
onnaH-pexxumax.  I[IpopabGotrka  HeoOxomumoro  ¢opMara  TEHEW,  TO3BOJIUT
CMOJIETTUPOBaTh TpeOyeMoe TMOBEACHHE M CTAHJIAPThl AKTHUBHOCTH, IO3BOJISIOLINE
HACKOJIbKO BO3MOXKHO MPHUOIIM3UTHCS K 33/IaHHBIM MapaMeTpaM OTPaKeHUsT PU3NIECKOTO
ouna B UGPOBBIX TeHAX. BakHoe 3HAaueHME WMEeT HaCTpOWKa armapaTHO-
IPOrpaMMHOIO KOMILJIEKCA, HCHOJb3YyeMOro (UM3HUECKUM JIMLIOM, C TOYKH 3PEHUS
MPEIOCTABICHUS] MUHHMAJILHO JIOCTATOYHOW W BBIBEpeHHOW WHMOpManuu, B T.4. U
METaJaHHbIX, TpPH B3aUMOACHCTBUU C TPETHUMU JIMIIAMH U HHGOPMAITMOHHBIMHU

CHUCTCMaMU.
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6. IludppoBoe npucCyTCcTBUE

[{udppoBoe MpUCYTCTBUE HA HACTOSLIEM 3Tale Pa3BUTUS TEXHOJIOTUH HEOCHOPUMO
BOXHO M 3((PEKTUBHON JEATETHHOCTH KaXKJIOTO 4YeNOBEeKa, a Takxke 3(PEHEeKTUBHOTO
oOIIeHUsl ¢ IPYTMMH JIIOJIbMU BHE 3aBHCHUMOCTH OT UX MecTa HaxoxkaeHus. biaromaps
(P POBOMY MPUCYTCTBUIO YEIIOBEK BHICTPAMBAET CBOM COIMAIBHBIC CBS3HM U MOBBIIIACT
KOM(pOpPT yCIOBUU KU3ZHENEATENBHOCTH BCJIEA 3a pa3BUTHEM mporpecca. Jlus
(opMHUpOBaHMS TOTHOLEHHOIO HH(POBOro MPUCYTCTBHUSI HEOOXOAUMO MPEIOCTaBICHUE
YEeJIOBEKOM CBOUX NEPCOHANBHBIX AaHHBIX. [Ipm 3TOM cienyer ydecTs, 4TO AaHHAs
npolenypa MOXXeT ObIThb KaK KOHTPOJIMPYEMOH CO CTOPOHBI CyOBEKTa MEpPCOHAIbHBIX
JAHHBIX, TaK U BBIHYXKICHHOW, OCYIIECTBIAIONICHCS 0€3 y4yacTHsi camMoro cyObeKTa
HOCPEJICTBOM JIEATENIBHOCTH M YCTPOMCTB TPEeTbUX JIML. Pe3ynbTraThl B 3THUX JBYX
clyyasx TPUBOIAT K CO3JaHUI0 B 1udpoBodt cpeme 1udpoBoro  cieaa
(KOHTpOJIMpYEMOro) U HU(POBON TEHHU (BBIHYKIEHHOM), KOTOpble BMECTE (POPMHUPYIOT
U(POBOI ITAMIT YEJIOBEKA U ONPEAEISIOT ero HU(ppoBoe NPUCYTCTBUE.

Jns peanusanuu HauOosiee 3(P(GEKTUBHOW MOAENU HU(PPOBOrO MPHUCYTCTBUS U
oOecrnieueHus1 0€30MaCHOCTH CyOBbEeKTa Kak B LU(POBOI cpene, Tak U peallbHOM MUDE,
HEOOXOAMMO  TIIATETBHO  KOHTPOJMPOBATh  CO3AaHWE MH(POBBIX  CIEIOB U
MaKCUMAaJIbHBIM CIOCOOOM yMEHbIIATh KOJMYECTBO OCTABISAEMbIX LHU(POBBIX TEHEH,

KOTOPBIC MOT'YT ITPUBECTU K HCTATUBHOMY PC3YJIbTATY.

6.1. Ileau

Cpemu mueneit ¢dopmupoBaHus IUGPOBOTO MPHUCYTCTBUS MOXKHO BBIJICIHUTH
CJIEJIYIOIIHE MYHKTHI:
e (opmupoBaHre UUPPOBBIMH CPEACTBAMH HEOOXOAMMOro oOpaza JIMYHOCTHU
(HeoOxoarMOro mpoduis);
® YCKOpPEHHE MPOIIECCOB OOIIEHUS 3a CYET MU(PPOBBIX CPEJICTB KOMMYHUKAIIHH;
® IpUMEHEHHUE MUPPOBBIX METOAOB YIIPABJICHHUS,

e npuUMeHeHHe HU(POBBIX METOJOB 00ECIECUEeHNUS KU3HEICATEIbHOCTH.
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6.2. 3adauu

B mpouecce ¢opmupoBanus nu@poBOro MPUCYTCTBUS BO3HUKAIOT CIEAYIOIINE

3aJja4u, pelIeHne KOTOPbIX HEOOXOAUMO:
® AKTHBHOE INPOTHUBOJEHCTBUE PEATU3ALNN AKTYaTIbHbIX HTHPOPMALIMOHHBIX yIpo3;
e (opMupoBaHHE HEOOXOAUMOro HU(POBOro IITaMIa MPEUMYLIECTBEHHO 3a CUET
U (POBBIX TEHEH;
® [0J/Iep>KaHKE NEPEOBOro anmnapaTHO-IPOrPaMMHOIO KOMITJIEKCa;
e co3naHue 3(pPeKTUBHON IKOCPEIbl CEPBUCOB, IPOTPaMM U IPUIIOKEHUIH;

® HHUBCIUPOBAHUC BO3MOKHBIX HCTATHBHBIX HOCJ'ICI[CTBI/Iﬁ OT HCTrOCyaapCTBCHHBIX

CHUCTEM OOJIBIINX JTaHHBIX.

6.3. IlpuHyunul
Jlnst oGecrieueHus 6€30MacHOCTH CyOBEKTa Kak B IU(POBOI cpefie, TaK M peabHOM

MUpE, HEOOXOIUMO MTPUAEPKUBATHCS CIEAYIONINX MTPUHITUTIOB:

® KOHTPOJIb O(hJIaiiH- U OHJIAWH-TIPUCYTCTBUS;

e [IaHOMepHas padoTa B cepe cBsA3el C 00IIECTBEHHOCTHIO;

® WCTOJH30BAHNE KACTOMH3MPOBAHHOTO AMIapaTHOTO KOMILIEKCA;

® JCIIOJB30BaHNE KACTOMHU3HPOBAHHOTO MPOTPAMMHOTO KOMILIEKCa;

® UCNOJH30BAHHE KACTOMU3HPOBAHHOMN SKOCPEIBI CEPBUCOB M MPUIIOKECHUH;

® HCMOJIb30BAaHUE CPEJICTB 3aIIUTHI TPUOOPOB U MHPOPMAIIUH.

7. PerameHT (MeTO/bI) UMPPOBOTro NPUCYTCTBUA

JlaHHBII ~ perJIAMEHT  ONWCHIBAET  OCHOBHBIC  NPUHIUIBI  (OPMUPOBAHUS
s exTHBHON MOACTH UPPOBOTO MPUCYTCTBUS C yIETOM HEOOXOAMMOCTH TIATEIHLHOMN

3aIIUTHI IICPCOHAJIBHBIX JaHHBIX YCJIOBCKA.

7.1. Konmposupyembvie 30Hbl

Jnsa peanusanuu 3¢ (HEKTUBHON Monenu HUQPPOBOrO MPUCYTCTBUS HEOOXOIUMO

HCITIOJIb30BAHUC TIPUHIIHUIIA KOHTPOJIHUPYCMBIX 30H, 3aK/IIOYAIOIICIOCd B pasrpaHUYCHHUU
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JIOCTYNa K MEPCOHAIbHBIM JAaHHBIM B 3aBUCUMOCTH OT TEKYIIEH HCIOIb3YIOIIecs
KOHTpOJUpyeMoil 30HbI. [IpuMeHeHue NaHHOTO MPHUHIIMIA BaXHO I (DOPMHPOBAHUS
KYJIbTYpbl B3aUMOJICUCTBUSL CO CBOEH HHMGPPOBOM JMYHOCTBIO M  0OECTCUCHUS
Oe3omacHocTH LUdpoBOro mpucyTcTBUA. HecMoTpss Ha Ha3BaHWE, NAaHHBIA NPUHIUI
MpeayCMaTPUBAET HEKYIO THOKOCTh, CMEIIEHUE PAMOK KOHTPOJIUPYEMBIX 30H B CTOPOHY
Y)KECTOUCHHSI WM CMSTYCHHS] HAaKJIaIbIBAEMBIX OrPAaHUYEHUN HAa OCHOBE pEIICHUs
cyObeKTa.

KonTponupyembie 30HBI OMNPENENSIIOT JIOCTYIMHOCTh TEPCOHANBHBIX JaHHBIX
cyObekTa B peanbHoM Mupe. K nmpumepy, B paboueil 00CTaHOBKE IMOJIb30BATEIb MOXKET
UCII0JIb30BaTh pabouuit, 00IIEe10CTYIHBIN TeaedoH s CBsI3U C 00IIECTBEHHOCTHIO, a Ha
TEPPUTOPUN CBOETO JTOMOXO3SHUCTBA — JIMYHBIM TeneoH sl CBSI3M C Y3KHM KPYrom
OJIM3KUX U APY3EH.

KonTtponupyemass 30Ha ompenensieTcss TeppuTopuer CcyObeKTa MepCOHATBHBIX
JAHHBIX, HA KOTOPOW HCKIIOUEHO MNpeObIBaHUE JUI[ WK OOBEKTOB, HE HMEIOIINX
nomycka. B Tabnmuie HUKE  TPOJEMOHCTPUPOBAH  MPUHIUIN  (HOPMHPOBAHUS

KOHTPOJIUPYEMBIX 30H.

Tabmuua 1. KoHuenmus KOHTPOIUPYEMbIX 30H

Konuenuusi KOHTpoJMpyeMbIX 30H

Hynesas IIepBas Bropas
IIpucyrcrBue

A HET HET
HEOYIEHHBIX JINLL
Hamnune
HE0BEPEHHBIX
MTOAKTIOUEHHBIX/ A A HET
HEMOJIKJIFOUEHHBIX K
HuTepHery nmpubopos
3amuTa nepuMeTpa HET HET JA
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Kak BuaHo wu3 TaOnauubpl, B YCJIOBUSIX BTOPOM, camMOll  3alllUIEHHON
KOHTPOJIUPYEMOH 30HBI, CYOBEKT TIEPCOHAIBHBIX JAHHBIX MOXET OrpPaHUYHUTh
MPUCYTCTBUE TIOCTOPOHHUX JIMI, OTKJIIOYUTh YCTpouWcTBa OT HHTEpHETAa W TIpH
HEOOXOAMMOCTH 3alUTUTh TMapaMeTp OT yTEUYeK INEPCOHAIBHBIX JTaHHBIX C ITOMOIIBIO
CTOPOHHHUX amMapaTHbIX CPEIACTB (HampuMep, OT ChE€Ma aKyCTHYECKUX KOIeOaHui
ctekon). TakuM 00pazoM, CYOBEKT CMOXKET HaXOAUThCSA B OE30MACHOCTH, HE Omacasich
yTE€UYEK IMEPCOHANBHBIX JAaHHBIX W HEXKEIATEIbHBIX MOCJIEACTBHI, KOTOPBIE MOLYT
BO3HUKHYTh BIIOCJIEJACTBMU. BoO BTOpOW KOHTPOJIUPYEMOM 30HE TMOJ 3aIIUTOU
CIIEIIUATIBHBIX CPEJICTB MOTYT XpPaHUThCS (PMHAHCOBBIE CBEJEHHS, CBEJICHHS O 3I0POBKLE,
UH(pOpPMALINS O YACTHOM )KU3HU CYOBEKTA U T.II.

Jns popMupoBanuss HPPOBOro MPUCYTCTBUS CYOBEKT IMEPCOHATBHBIX JaHHBIX
MOXET IPUMEHHUTH HAa MPAKTUKE KOHTPOJIUPYEMYIO 30HY HYJECBOTO WM IIEPBOTO YPOBHS,
B 3aBHCHMOCTH, TpeOyeTcs /M TNPHCYTCTBHE JHI, C KOTOPBIMH HEOOXOIUMO
OCYIIECTBIIATh COMAIIBHOE B3aUMO/ICHCTBUE.

KonTponupyemass 30Ha MpeaycCMaTpUBae€T OJWH WM HECKOJbKO IEPUMETPOB.
Kaxnpiii 13 TEepUMETpPOB OTACIBHO MOXET OBITh KaK OXpaHSEeMbIM, TaK HM HeE
OXpaHSIEMbIM, B 3aBUCUMOCTH OT YPOBHA CYIIECTBYIOIIEH YyIpO3bl MU MOJEIH
npaBoHapymutesns. POU3MYECKHM MOTYT CYIIECTBOBATh Kak IEpUMETpP JOMycKa Ha
TEPPUTOPUIO OpraHU3allu, TPeOYIOMUA OJHOTO YPOBHS pa3pelieHHs, a TakkKe
BHYTPEHHUW  IEpUMETp JONMyCKa B  OTICIAbHBIC  TOMEIICHUS,  TPEOYIOIIHi
JIONIOJTHUTENIbHOE ~ pa3pelieHre. B Kakaoll KOHTPOJIMpPYEeMOW 30HE MPUMEHSIOTCS

Ppa3IMIHBbIC TCXHUYCCKUC CPCACTBA U CITOCOOBI 3alIUTBI U KOHTPOJIA.

7.2. [Ipogpunu

Nudopmanusi, KOTOpyr0 CyObEKT MEPCOHANbHBIX JAHHBIX MepeAaceT B IU(PPOBYIO
Cpely, OCTaeTcsi MPUBA3AHHOW K MCTOYHUKY W uAeHTHUuuupyer ero. Kaxaeii "mar"
U(PPOBOr0 NPUCYTCTBUA (UKCUPYETCS, aHATU3UPYETCSl W TO3BOJISET ONpPEICIUThH
cyOBbeKTa, y3HaTh HOBbIE CBEICHHUSI.

Kaxxaplil o1 MOSABIAIOTCS HOBBIE HAKONMTENNW M MCTOYHMKHU JIaHHBIX: JATYUKU U
HOCHMBbIE YCTpPOWCTBA, yMHasi ObITOBas TeXHHUKA U Jp. [10sABASIOTCS HOBBIE CEPBUCHI U

MPUITOKCHU, 3allpallnBAOIINC U CO6I/IpaIOH_[I/Ie JaHHBIC O IIOJb30BATCIIAX.
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Ho y pasmemenuss mHpopmanuu B MHTepHEeTEe nBe cTOpoHBL. Tak, myOaMdHOE
pa3menieHue reoJIOKaluu B COOOIIEeHUH IIPUBJIEKAET MOTEHIUAJIbHBIX
3JI0YMBIIIJIEHHUKOB: HHPOPMUPYET 00 OTCYTCTBUU IMOJIH30BATEIIS B KUIIUILE, HATIPUMED.
Ho taxoxe mo3BossieT ObICTpO U YA0OHO 0()OPMUTH 3aKa3 Ha CalTe JOCTaBKH.

[ToaToMy MOJIB30BATENIO HEOOXOAUMO OINPEAENATh, KOMY U KaKHE CBEICHUS O HEM
OTKPBITHL, @ JUIsl KOTO - 3aKpbIThl. OnKcaHHass KOHUENIUs Npoduiieii mo3BoJseT 3TOro
JIOCTHUYb.

[Mpunuun npoduneit cyObekTa NEpPCOHATBHBIX MaHHBIX B HUGPOBOW cpene

HAaITOMHWHACT KOHIOCIIIWIO KOHTPOJIBHBIX 30H, KaK IIOKa3aHO B Ta6JII/II_[e HMKC.

Ta6mmna 2. Konnenmwms npoduieii ¢ mpeocTaBIeHueM JaHHbBIX 110 BEIOOPY TOJIh30BATEIS

[

BAHKOBCKHNH

[

NYBJINYHbIN

[

CEPBUCHbBIAN

[

OCHOBHOU

[

PABOYUH

[

rocyciayru
JIMYHbBIN

D®UO (ny1u IceBIOHNM)

IHopTper

OTneyaTky najbueB

Mecto paGoThI

JoaxHocTh

3BaHus, cTenneHn

Jomamnuii aapec

PaGounii aapec

Jomamnuii Tenedon

Pabounii Tenedon

MoOunbHbIii TesiedoH

CnennanbHbiii TesiegoH

OcHOBHOI1 aapec JIEKTPOHHOM MOYThI

JIONOJIHUTEIBLHBIN aJipec JIEKTPOHHOM MOYTHI

Paboumii agpec 371eKTPOHHOM NMOYThI

BpeMenHblii aapec 3JIEKTPOHHOM NMOYThI
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Meccenmxep

Caur

ABTO

JlokyMeHT

bankoBckas KaprTa

[Tonb3oBarens (GopMHpPYyeT BOKPYr cBOed ULU(POBOM JIUYHOCTH YHUKAJIbHBIE
KOHTPOJIUPYEMBIE 30HBI, KOTOpbIE OTIMYAIOTCS HAOOpPOM JOCTYHHBIX HMCXOISALINX
NEPCOHAIBHBIX JAHHBIX U HAOOPOM JOMYLIEHHBIX BXOJSIIUX CEPBHCOB, MPUIOKEHUN U
Jpyrux juil. B 3aBUCMMOCTH OT MCIOJIB3yEeMOT0 MPHIIOKEHUs/CEpPBUCA WM YCTPOMCTBA
M0JIb30BATENb MPEJOCTABISET TOJBKO TE€ JAaHHbIE, KOTOpPble HEOOXOIUMBI IS
3(pPEKTUBHOTO B3aWMOJEHUCTBUS ¢ HHUM B LU(pPOBON cpene (C  ydyeToM, 4YTO
oOecrieunBaeTcsl JOJKHAsI CTENEHb 3allUThl MEPCOHANIBHBIX JaHHbIX). B Tabnuie Bhie
NPUBEACH KpPAaTKUM BapuUaHT KOHIEMNIMH, KOTOpas Ha caMoOM Jeje TMOka U HMeeT
MHOXECTBO Bapuanuil (KOHTPOJUPYEMBIX 30H), 3aBUCIIIUX OT CYOBEKTHBHBIX
noTpeOHOCTEN MOJIB30BATES.

ITpuBeneHHbIE MO SABIAIOTCA MMEHHO NPUMEpPaMU M MOTYT PETYJIHPOBATBHCS IO
NOTPEOHOCTSAM I0JIb30BATENEH.

Tak, myOnu4HbIl TPoPWIb MOXET MOoJpa3yMeBaTh HCIOJIb30BAaHUE HEKOETO
00HapOoJI0OBaHHOTO TICEBJOHMMA, OOUIEJAOCTYINHOIO AaKKayHTa B COLIMAJbHOM CETH U
HOMepa TenedoHa, MO KOTOPOMY MOJXKET TO3BOHHUTHCS JIFOOOM kemaromuid. JInuHbri
npoduib HAO0OpPOT, MpEearoiaracT IMPUMEHEHHE JIMYHOTO TeIe(OHHOrO HOMepa,
P€aIpHOTO MMEHM U JIMYHOM 3aKPBITOM CTPAHUIBI B COLIMAIIBHON CETH.

[IpencraBnenHass B Tabnuie KOHUENUMA NOpodmied HOCUT HCKIIOYUTEIHHO
JNEMOHCTPAllMOHHBIA  XapakTep; KOJIMYECTBO MNpouied MW  JaHHble, KOTOpbIE
NPEJOCTABISIIOTCS. B paMKax KaXJIOTO M3 HHUX, PEryJIHpPYIOTCS CaMUM CyOBEKTOM
NepCOHANbHBIX AaHHBIX. [Ipy 3TOM cieayeT yuuThIBaTh, YTO YEM MEHbIIIE IEPCOHATBHBIX
JTAHHBIX MPEIOCTABISIETCS,, TEM MEHbILIE BEPOSTHOCTh UX YTEUKU U pealn3aluu yrpo3bl

0€30MacHOCTH B apec CyObeKTa.
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7.3. Pa3peweHus1 HaA 06pa60mkKy nepcoHAA1bHbIX 0AHHbIX

Ha naHHBIE MOMEHT BpEMEHH JIOJDKHBIE MEphl IO KOHTPOJK 3a cOopoM,
00pabOTKOM M XpaHEHHEM NEPCOHANBHBIX JAHHBIX O0ECIEUYNBAIOTCS HE B MOJHOW Mepe.
B Buay aroro, ans obecrieueHrnss MaKCUMaJIbHOM CTENEHM 3alIUThl OT MOTEHIMAIBLHOTO
BO3JCHCTBUS  yrpo3 0€30MacCHOCTHM  MEPCOHAIBHBIX JaHHBIX, CJIEAYeT CBECTHU
NOJTBEPKICHNE pa3pellieHnid K MUHUMYMY. B ciiydae, eciu pa3peuienue Ha oOpaboTKy
NEPCOHATBHBIX JAHHBIX Uil (GopMupoBaHus 3(P(GEeKTUBHOM Mojenu LUu(POBOro
IPUCYTCTBUS HEOOXOIUMO, CIIEyeT BHUMATEIbHO O3HAKOMHUTHCS C TEKCTOM JIOKYMEHTa
U NIPEI0CTaBUTh MUHUMAJIbHBIA HA0Op MEPCOHANBHBIX AAHHBIX (€CIM TaKO€ BO3MOXKHO),
aM00 BOCIOJIB30BAThCS MPOTrPaMMON/yCIyroil, He MpeaycMaTpUBaIOLIed TOCTyln K
MEPCOHAIBHBIM JIAaHHBIM TOJIH30BaTENA (JTMO0 CBOJAIIEH €r0 K MUHUMYMY).

[Ipy HacTymaeHMH MOMEHTa IMPEKPALEHHs] HCIOIb30BAHUSA IMPOTPAMMBI/YCIYTH,
JUIsL KOTOPOM paspelieHne Ha oOpaOOTKy NEpCOHANbHBIX JaHHBIX MPEAOCTaBJICHO,
HE00XO0/IMMO BPYUYHYIO OTO3BaTh paspellieHue U 00s3aTh COOTBETCTBYIOILIETO ONEpaTopa
NEPCOHANBHBIX JAHHBIX (CO CTOPOHBI pa3pabOTUYMKA MPOrPaMMHOIO OOECHeueHUs WU
BJaJeNblla TPEJOCTaBIsIEMON YCIYTH) YHAJIUTh IE€PCOHANbHbIE MaHHBIE C IIEJIbIO

PEAYNPEKICHUS YTPO3bl NX HECAHKIIMOHUPOBAHHOTO MCIIOJIBb30BAHHUS.

7.4. Hacmpoiika annapamHo-npoz2pammHo20 KoMnjaekca

Tak xak B HacTofAmee BpeMsl KyJabTypa IMH(PPOBOTO MPUCYTCTBUS TOJIBKO
dbopMupyeTcs U ero YYaCTHUKH HE 3aIyMBIBAIOTCS O PUCKAX MPUCYTCTBUS B IU(DPOBBIX
cpenax, He00X0IMMO BCEOOBEMITIONIEE OMOBEIICHUE U 00yUYeHHEe HOpMaM 0€30MacHOCTH.
JlaHHBIE HOPMBI KacarOTCS HE TOJBKO KOHTPOJS MPEIOCTaBISIEMBbIX HaHHBIX, HO U
MaKCHUMaJIbHO BO3MOXHBIX MEp TI0 3alUTe OT YIpo3 0€30MacCHOCTH, CIIOCOOHBIX TIOBJICYD
HECAaHKIIMOHUPOBAHHOE  PACKPBITHE, YHUYTOXXEHUE, W3MEHEHUEe, OJIOKUPOBAHUE,
KOITUPOBAHUE, PACIPOCTPAHCHHUE TEPCOHAIBHBIX JaHHBIX. [loMHMO mpodrmpoBaHus
1U(POBOTO MPUCYTCTBUS M COOIIO/ICHUS TIPUHIIUAIIA KOHTPOJIUPYEMBIX 30H, HEOOXOAMMO
HCIOJIb30BaTh HECKOMIIPOMETHPOBAHHOE amlapaTHOe W MPOrpaMMHOE oOecreueHue, a
Tak)Ke KOHQUTYPUPOBATH €0 JOJKHBIM 00pa30M.

BaxxHO OTMETUTH, YTO ONUCHIBAEMBbIC MPHUHIMIBI HACTPONUKHA MPOrPAMMHOTO

000py/IOBaHMSI HE TapaHTUPYIOT CTOMPOIICHTHOM 3allUThl OT YTEYEK NEPCOHAIBHBIX
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JaHHBIX, IMO3TOMY JOJIKHBI HCIIOJIB30BATHCA COBMCCTHO C OpFaHHSaHHCﬁ OCI)HafIH' u

OHJIAWH-TIPUCYTCTBUSI.

AnnmapaTHoe o6ecneyeHue

HeoOxonuMo  THIaTeNbHO MOAXOAWTH K  BOIPOCY BbIOOpa  ammapaTHOro
o0ecrieueHusi, MO BO3MOXXKHOCTH OPHEHTUPYSACh Ha ycTpolcTBa 0e3 sBHBIX (DAKTOB
JUCKpeauTauuu. BplOupaemble yCTpoicTBa JOJDKHBI — MOAJIEPIKUBATH  IMOCIEAHUE
pa3pabOTKM B IUIaHE 3alIUThl NEPCOHAIBHBIX JAHHBIX M paboOTaTh IMOJ YIpPaBICHUEM
aKTyaJbHBIX BEpPCHHM  ONEpallMOHHBIX CHUCTEM C TOCIEIHUMH OOHOBJIEHUSMHU,
MO3BOJISIFOIIMMHU 3aKPBITh U3BECTHBIE OPEIU B CUCTEME O€30MIaCHOCTH.

Konduryparmum  ycTpolCTB  HE  JODKHBI  MOJJIEPKHUBATH  BO3MOXKHOCTD
HECAaHKLIMOHUPOBAHHOIO JOCTyNa, KaK IO CETEBbIM KaHalaM, TaKk U C TOMOIIbIO
BHEIIHUX YCTPOWCTB M ONTHYECKUX JUCKOoB. Kpome Toro, He Jomyckaercs
UCMOJIb30BAHUE CTAaHAAPTHBIX (AE(PONTHBIX) Mapojiei JUisl AOCTyNa K ammnapaTHOMY
00ecCreueHuIo.

Hocurenu uHpopmanuu B ycTpOHCTBaX JOJDKHBI MOJEPKHUBATh U UCIOJIb30BAThH
muQppoBaHue JaHHBIX.

[lpu mpojake WM YHUYTOXKEHHUU YCTPOMCTB, XpaHAIIMX JaHHbIE (K HpUMEpY,
ONEpPAaTUBHON MaMATU MJIM KECTKUX TUCKOB), HEOOXOIUMO YOEIUThCA B THIATEILHOM
ynaneHuu (yHUYTOKEHHMH) JTaHHBIX Ha HOCHUTEJIE U HEBO3MOKHOCTH UX BOCCTaHOBJICHUS.

I[JIH 9TOI'0 UCIIOJIB3YIOTCA CIICHUAJIBHBIC IIPOIPAMMHBIC UJIH aIllIapaTHBIC MHCTPYMCHTEI.

[IporpaMmMHoOe oGecneyeHue

[TpakTHdecku Bce yCTpOMCTBA HAXOAATCS MOJI YIIPaBICHUEM HECKOJIBKUX HauboJee
pacrpoCTPaHEHHBIX OMNEPALMOHHBIX cHcTeM. Cpeau 3TUX YCTPOWCTB — cMapT(OHBHI,
TEJIEBU30pPbl, HACTOJbHBIE KOMIIBIOTEPbl M HOYTOYKHM, IUIAHIIETHBIE KOMIIBIOTEPHI,
aBTOMOOWJIM U MHOTO€ Jipyroe. BakHo KpUTHUECKH MOAXOAUTH K BEIOOPY ONepaluoOHHON
CHUCTEMBI CBOEr0 YCTPOWCTBA — U HE UCIIOJIB30BATh T€, O KOTOPBIX UMEKOTCS CBEIEHHUS O
TUCKpeauTaluu. Takke HeoOXOIMMO Y4YUTHIBaTh BaKHBIM aCHEKT, Kacaroluncs
UCTIOJB30BAHUA TOJBKO OQUIMATBHBIX Bepcuil cucteM. Bepcum, Haxoasmuecss BO

B3JIOMaHHOM BHJE€ B OTKPBITOM AOCTYIIC, MOT'YT COACPXKATH 3JIOBPCIAHOC IMPOTpaMMHOC
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oOecneuenne. llonp3oBarenp IOJDKEH 00JIamaTh AOCTATOYHBIM CETEBBIM OIBITOM H

TEXHUYECKUM O3KIpayHI0M, YTOOBI OTIMYHUTH O€30MacHY0 COOPKY OT HEOE30MaCHOM.

Heob6xomuMo omnupaTbCsi Ha CIEAYIONIME TMPUHIMIBL, OTHOCSIIMECA KakK K

OIICPpAallMOHHBIM CUCTCMAaM, TdK U K IIPUKIIAAHOMY IIPOIrpaMMHOMY 00eCIICUCHHIO:

1.
2.

[Tosrb30BaThCsI TUTIEH3MOHHBIMHU BEPCHSIMHE IIPOTPAMMHOTO OOECIICUCHHS,

[To BO3MOKHOCTH/TIpH HEOOXOAMMOCTH JENIaTh BBHIOOP B TIOJB3Y 3alTUIICHHBIX
OTICPAITMOHHBIX CHCTEM;

CkaunBaHHE MPHIOKEHUH MPOU3BOIUTH TOJILKO Yepe3 O(UIlMaIbHbIE HCTOYHUKH,
Bcerma  mpoBepATh  HAACKHOCTh  MPOU3BOAWTENS  TPWIOKCHHS  (HE
OTPAaHWYUBATHCS ~HMCKIIOYHTEIFHO PpEUTHHTAMH JIPYTUX IOJh30BaTECH U
OT3bIBaMHU) U OQUIIHAIBLHOCTE COOpKH (TMPOBEPATH XJII-CYMMY 3arpyXKCHHOTO
daiina u Apyrue METOAbl);

VYcraHaBiaMBaTh TOJBKO MHHHUMYM HYKHBIX TPWIOKEHHUH U CBOEBPEMEHHO
yIAISITh HEUCHOJb3yeMble mporpaMMbl. OcoOEHHO 3TO KacaeTcs YSI3BHMOTO
IpOrpaMMHOI0 oOecrieueHus, Takoro Java u Flash;

OtnaBaTh mpeaNOYTEHHWE MPOrPaMMHOMY OOECIeYeHHIo, KOTopoe o0anaer
(YHKITMOHAJIOM 3aIHUTHI OT YTEUCK MePCOHATBHBIX JaHHBIX;

BHUMaTEIbHO W OCO3HAHHO MPEAOCTABIATH JOCTYI K MEPCOHAIBHBIM JaHHBIM
TIPH TTOSIBJICHUU 3aIIPOCOB OT YCTAaHABIMBACMOTO MPOTPAMMHOTO 00SCIICUCHHUS
BuumarensHO aHanmM3WpOBaTh  JIMIIEH3WOHHBIE COTJIANICHHWS HAa  IpeaMeT
00s13aHHOCTEH MOIH30BATENS U PAa3pabOTUHKA;

CBoeBpeMEHHO  OOHOBIIATH  MpOTrpaMMHOE  oOOecrieueHne W JpaiBepbl

HCIIOJIb3YEMBIX YCTPOUCTB

10.B cnyuae moakmoueHus k toukam goctyma Wi-Fi, Bluetooth, a takxke 6a30BbiM

CTaHLUSM OIllepaTopa COTOBOWM CBSI3M IO BO3MOXXHOCTH YJOCTOBEPSTHCA B
HAJICKHOCTH YCTPOWCTBA CBSI3M. He OCyIIECTBIATh MOAKIIOYEHUE K MyOTMYHBIM
(OTKPBITBIM) TOYKaM JocTymna K nudpoBoit cpene. OTKIIOYATh HEUCTIOIb3yEMbIC

uHTepdeiich CBA3Y;

11. Ucnonp30BaTh HaJEeXKHbIE MapoJIbHbIE MOMUTHKU. He gomyckaTe MCHoJb30BaHUE

CTaHJAPTHBIX (Ae(ONTHBIX) MapoJiell IJs TocTyna (a TakKe OTKPBITOTO JOCTYTIA)

K IIPpOrpaMMHOMY obecneuennio. Ilo BO3MOXKHOCTH CICAYECT HCIIOJIb30BATH
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CHUCTEMBI MHOTO(aKTOpHOU ayTeHTU(PUKAIIH c ITOMOILIBIO
HECKOMIIPOMETUPOBAHHBIX YCTPOMCTB;
12. TlpumMeHsTH CpecTBa aHTUBUPYCHOM M aHTU(UIIIMHTOBOM 3aIIUTHI.

Takxke HEeAONMYCTUMO OTHOCHUTBCS K JIMYHBIM IOPTaTHBHBIM YCTpPOMCTBAM Kak
nyOJIMYHBIM, TOCTYIHBIM [ OOMEHa C JIPYTUMH MOJb30BaTEISIMU, BO3MOKHBIMH JUIS
BPEMEHHOT'O MCIOJIB30BaHUS IPYIMMH JUIaMHU. Takoe MOBEJEHUE YNPOIIAET JOCTYI K
ONEPALIMOHHOW  CHCTEME CO  CTOPOHBI  HEJOBEPEHHBIX JIMII W  Hapylmaer
KOH(HIEHIUAIBHOCTb JJAHHBIX.

OTnenbHO CTOMT OOpallath BHUMaHHE Ha Opay3epHble IPUIIOKEHHS — UM I0CIe
OINEpPALlMOHHBIX CUCTEM JIOCTYIEH Hanbosee OOIMPHBIN IUIACT IaHHBIX O MOJIb30BATEIIE.
Kak u B ciydyae ¢ mpoyuM HporpaMMHBIM OOecliedeHHEM, CIelyeT AelaTh BhIOOp B
CTOpPOHY IpOTpaMM, AakKLCHTHPYIOIIMX BHUMAaHHE Ha OTCYTCTBHE DJIEMEHTOB
OTCIICKUBAHUS JEHCTBUM IOJIB30BATENs M MPEJOCTABISAIOIINX JONOIHUTEIbHBIE MEPHI
IO 3aIUTE OT YTpo3 0€30MaCHOCTH EPCOHAIBHBIX JaHHBIX.

[Ipu BBIOOpPE 0000  APYroro MNPOrpaMMHOTO  OOECIEUeHHUs  CleayeT
PYKOBOJCTBOBAaTbCSl TEMM K€ HPHHLIMIIAMM, a TaK)K€ HE JONYCKaTb BO3MOXHOCTHU

YCTAaHOBKH IPOrpaMMHOTO oOecrieueHus HCOOBCPCHHBIMU JIMLIAMMU.

[IpeBeHTUBHBIE MEPBI

B Bompocax wuHpopManmmoHHON 0Oe30mMacHOCTH, Kak W JOOBIX  cdepax
NPEeaYNPEKACHUS PUCKOB, BaXXHO MNPEAIPUHUMAThL MEPHI, MPEAYNPEXKIAIOIINE PUCK.
JleaTenbHOCTh MO YCTPAHEHUIO TMOCIEACTBHM, MO CYTH CBOEH, HE SBJISETCS
HaIlpaBJICHHOM Ha MOJIepyKaHue 0€30IMacHOCTH.

[TosToMy MmoOJb30BaTENb OMKEH OCO3HABATh CBA3b IOJIb30BAHUS YCTPOMCTBOM C
YIpO3aMH TaKOTO UCITOJIB30BAHUS, YIUTHIBAs POCT HH(POPMAIIMOHHBIX PUCKOB.

B 0onbImIMHCTBE MOJTHOIIEHHBIX CEPBHCOB TMOJB30BATEIN HCIOJIB3YIOT YYETHBIC
3allUCU. YUETHas 3alliCh UCTOJB3YETCS Uil COXPAHEHHSI HACTPOEK, aBTOPU3ALMU U JIJIs
CHHXPOHHU3ALHUH MEXIY YCTPOUCTBAMM.

PexomeH1yemMon NMpakTUKOU SIBJISIETCS CO3/IaHME HE MEHEE JBYX YUYETHBIX 3aIIUCEU.
OpHa U3 KOTOPBIX MPEAOCTABISIET MpaBa aIMUHUCTPATOPA, a Apyras — npaBa OOBIYHOTO

I10JIB30BAaTCIIA. HpI/I pa60Te B YCJIOBHAX ITIOBBIIICHHOI'O PHUCKa CICAYET HUCIOJIb30BATH
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3aliCh C OrPAHUYEHHBIMU ITpaBaMu. Jlaxke eciiu 3amuch MoJab30BaTeNs OyJeT B3JIOMaHa,
0e3 npaB aJIMUHUCTPATOPA 3JI0YMBIIIUIEHHUK HE CMOKET HAaHECTU CEPbE3HOI0 Bpea.

Takxe HE0OXOIUMO MCHOJB30BAaTh pa3HbIE Y4YETHbIE 3allCH Ha Pa3HbIX
YCTPOHCTBAX M HE CHHXPOHM3MpPOBATh HUX MEXIy co0OH, Mo KpailHe Mmepe, B
aBTOMATHYECKOM PEKHME.

Mexnay TeMm, NOJIb30BaTeNb JODKEH MpeIlpUHMMAaTh IIard Ha cliydyall cBoel
OIIMOKM WM Ha cliydail o0XoJa 3JI0yMBILUIEHHHMKOB Mep Oe3omacHocTd. [loaTomy
HOJIb30BATENI0 HEOOXOAMMO Yepe3 ONpeiesieHHble NMPOMEXKYTKM BPEMEHM CO3/1aBaTh
pe3epBHbIE KOMMMU YyBCTBUTEIbHBIX JaHHBIX M XPAHUTh UX Ha HECKOMIPOMETHUPOBAHHOM
YCTPOHCTBE B 0€30I1aCHOM MECTE.

[IpuHsATHE TPEBEHTHBHBIX MeEp IMO3BOJIUT CYIIECTBEHHO CHHU3UTh YPOBEHb

MH(OPMALIMOHHBIX YTPO3 B OOIIECTBE.

7.5. Opzanu3zayus oHaallH u ohaaiiH npucymcmeus

HaubGonee BaXHBIM 3JEMEHTOM O€30MACHOCTH SIBJISIETCS KOHTPOJb CBOETO
NOBEJACHUS M OTpPaXCHHE €ro B anmapaTHbIX M MPOTPAaMMHBIX CpEACTBaX IyTEM
KOH(UTYpUPOBaHUS, J0OABIEHUEM HHCTPYMEHTOB, 00€CIIEUUBAIONINX JIOTIOTHUTEIbHBIN
YPOBEHbB 3aLUTHI, WX OTKa30M OT T€X WJIA UHBIX (QYHKLIUM.

K Takum sneMeHTaM KOHTpOJISI CIeAyeT OTHECTH HEOOXOAMMOCTh 3allUThl BCEX
YCTPOWCTB C TIOMOILIBIO CJIOXKHBIX TMAapoOJbHBIX (pa3, MPUMEHEHHUIO 3aIIMIICHHBIX
kaHanoB cBs3u Tuna VPN u oTkiroyeHwe NoTeHIMalbHO HeOe30MacHbIX (YHKLUM,
TaKkuX, KakK TeoJIOKalus, B CIy4ae OTCYTCTBUS HEOOXOAMMOCTH HCIIOJIb30BaHUS (K
npuMepy, B CMapTQoHE TpU  OJHOBPEMEHHOM HCIOJB30BAHUU  OTAEIBHOIO
HaBUTAIMOHHOT'O YCTPOMCTBA).

[Tpu 3TOM, 1O BO3MOKHOCTH, HEOOXOJIUMO HCIIOJIb30BaTh PAa3IMYHbIE TEXHOJIOTHH
3allMIIEHHBIX KaHAJIOB CBS3H.

Yuer cBOEro MoBEJCHUS W HACTPOMKHU YCTPOWCTB B COOTBETCTBYIOLEM CBOEMY
MOBEJCHUIO BHJE TO3BOJIUT CBECTH Yrpo3bl HMHGOPMALMOHHOW O€30MacHOCTH K
MUHHMYMY, TOBBICUTH KayeCTBO JOBEpUS B HMH(OPMALMOHHON cpelae M 3alIUTUTh

IIOJIB30BAaTECIIA.
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dopMHUpoOBaTH CBOW MPHUBBIUKH TMOBEACHHUS C Y4ETOM IU(GPOBOTO MPHUCYTCTBUS
clelyeT MO MPUHIMIAM HENPEPHIBHOM CIEXKH, TIOCTOSIHHOTO pHCKA YTEUKH
NEPCOHATBHBIX JAHHBIX W TOHUMAHHA, YTO TEpelaHHbIe B IUPPOBYIO Cpedy TaHHBIC
OCTalOTCsl TaM HaBCeT/a.

[Tpu ucnonap30BaHUK TPOTPAMMHBIX CPEICTB U MIHTEpHET-CEPBUCOB CIIEAYET eNaTh
BBIOOD B MOJIB3Y T€X, KOTOPHIE:

1. He nuckpeauTUpoBaHbI;

2. 3anpamuBalOT paspelieHHe Ha MUHUMAaJIbHBIM HaOOp MEPCOHAIBHBIX JIaHHBIX
(6o He 3amparIuBarT BOBCE);

3. OO6nmamaroT CpeacTBaMH CKBO3HOTO IMHU(POBAHUS TEPCOHANBHBIX JJaHHBIX B
muppoBOM  TmEepuMeTpe W JoKazand  Ad(PPEKTUBHOCTH  ITUX  CPEACTB
WCCIICZIOBAaHUSIMU COOTBETCTBYIOIINX OPTaHOB U OPTaHU3AIINH;

4. Peanu3yroT JIOMOJHUTEIbHBIC MEPHI 3aIIUTHI IEPCOHATBHBIX JAHHBIX (K IPUMEpY,
HE JIOMyCKas WX XpaHEHWE WU OCYIIECTBISAS YAaJCHHE Yepe3 KOPOTKOE HWIIH
OTIPEJICIICHHOE BpeMsi) IOJIb30BATENCH; a TaKKe JIOMYCKAIOIUX MOJKIIOUEHUE
yepes 3alllUIeHHbIE TPOTOKOJIBI CBA3H,

5. JlomyckarT ynajieHWe NEepCOHATbHBIX MaHHBIX ABTOMATHYECKH WM BPYYHYIO
(ouMCTKa MCTOPUM MOCEUIeHU B Opay3epe, yaajieHHe KypHaja MCIOJIb30BaHUS
MpOrpaMMBI | T.11.).

AHaJOTUYHBIMU MEPaMHU MOXKHO BOCITOJIB30BAThCS M B pEeaIbHOM KU3HHU:

1. Tlonmp3oBaTbcst ISl OOIIGHWS TOMEMICHWSIMH M MECTaMH  OTKPBITOTO
NPOCTPAHCTBA, MCKIIOYAIONIMMH HECAHKIIMOHUPOBAHHBIA cOOp HH(pOpMAIUU
(OTCYTCTBYIOT TIOCTOPOHHHME JIMIIA, HE YCTAHOBJCHHI YCTpoiicTBa cOopa
uH(pOpPMALIUHU U T.11.);

2. Ilpu obmenun yepe3 MHTEpHET Miu TeneOHHbIE CeTH yKa3bIBaTh MUHUMAIIBHOE
KOJIMYECTBO TIEPCOHATBHBIX JaHHBIX. [[OMHUTH O BO3MOXHOCTH TOCPETHIUYECKOM
aTaku, IpU KOTOPON HEBUAMMBIN COOECETHUK MOKET OBITh CKOMIIPOMETHPOBAH;

3. Ilpu obmennn yepe3 MHTepHET MM TeaeQOHHBIE CETH HCIIOJIB30BaTh KOJOBBIC
¢pa3sl U mpoUHe accolHMaluy C LEeNeBOM HH(pOpMaIMel, MpPeaocTaBisis €€ B
OTKPBITOM BHJE€ COOECEIHUKY TOJBKO MNPH JIMYHOM KOHTaKTe B Oe30macHOi

KOHTPOJIMPYEMOU 30HE;
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4. Tlo BO3MOXHOCTH, HE WCIOIB30BATh (UIMUECKHE OOBEKTHI ISl XPaHCHUS
KOH(UICHIIUAIBHOW HHPOpMaNnUU (HE XpaHUTh MAPOJIU HAa OYMaXKHBIX HOCUTEIISX
Ha paboyeM cToiie), MO0 XPaHUTh Takue OOBEKTHI B MECTax, MCKIIOUYAIOIINX
JOCTYII TOCTOPOHHHUX JIUIL (K IpUMeEpy, cefidax);

5. VYnanarte naHHele o cebe, eciii He0OXOAMMOCTh B HUX OTCYTCTBYET.
OnucaHHbIE MEpbl XOTS W HE TO3BOJSIOT JOCTHYb CTOINPOIEHTHOW TapaHTHH
O0e3onmacHOCTH IUM(POBOrO U HEUUPPOBOTO MPHUCYTCTBUS, JAIOT BO3MOXKHOCTH
YMEHBIIUTh PUCK YTEUKU NIEPCOHATBHBIX TaHHBIX U HAHECEHUS IOTECHITHAILHOTO yIepoa

CY6I>CKTy IMCPCOHAJIBHBIX TaHHBbIX.

8. 3ak/suyuTeJibHbIE NOJIOKEeHUA

Kak yxe rosopusioch panee, LuppoBoe MpUCYTCTBHE KaXJI0TO YEJIOBEKA MOJIy4aeT
Bce Oouiblliee paclpoOCTpaHEHHE U CTAHOBUTCS HEOOXOIMMBIM (aKTOpoM obOecredeHus
IIPOU3BOJICTBEHHON JesTenbHOCTH U 3PdektuBHOro obuienus. [lpu stom mudpposoe
NPUCYTCTBUE MOKET OBITh KaK KOHTPOJHPYEMBIM, TaK M BBIHYKIEHHBIM, TO €CTh
OCYIIECTBIISIFOIIIMMCS 0€3 ydacTusi caMoro CyObeKTa 3a CUET JESTENbHOCTU U YCTPONCTB
TPETHUX JIMII.

HecMoTpss Ha Bce MOJNOXKHUTENbHBIE MOMEHTBHI LU(POBOrO MPUCYTCTBHUS U €ro
HEOO0XOJMMOCTh B KHM3HH Ka)JI0OTO YeJOBEKa, B JAHHOM cdepe BCIIBIBAET OJUH OYEHBb
CYILLECTBEHHBII HEOCTAaTOK — @ MMEHHO PHUCK YTE€UKH NEPCOHAIBHBIX JAHHBIX U PHUCK
MCIOJIb30BaHMS "yTeKIIMX" TaHHBIX IPOTUB UX CYOBEKTA.

JlaHHBIE pHCK BO3HHMKAaeT HE TOJBKO TIO TMPUYUHE OCCKOHTPOJIBHOTO
pacupoCTpaHEHUsI CBOMX MEPCOHANBHBIX JAHHBIX (PU3NYECKUMU JUIAMHU, HO U 1O BHHE
HEI00POCOBECTHBIX ONEpPaTOPOB MEPCOHATBHBIX JaHHBIX, HE MPUHUMAIOIINX JIOJKHBIE
MEpBI MO 3alIUTe XPAHSAIIUICA U 00pabaThiBaeMOil Ha WX yCTporcTBax WHPOpMAIUH, a
TaKXe M0 NMPUYMHE HENPaBWIBHO CKOH(QUT'YPHUPOBAHHBIX YCTPOWCTB W/MIU YCTPOMCTB,
UMEIOIINX U3bSHBI B IPOTPAMMHOM U allapaTHOM O0OECTIeUeHHH.

[lenp naHHOTO AOKYMEHTa — OOpaTUTh BHHUMaHHE HA MPOOJEeMy 3allUThI (OXpaHbI)
U(PPOBOr0 TMPHUCYTCTBUS YEJIOBEKA OT LEJICHANPABICHHBIX M CIIy4alHBIX MOIBITOK

MOJIYUCHUSA OOCTyIIa K €TI0 ICPCOHAIIBHBIM AJaHHBIM, ITOIBITATHCA C(l)OpMI/IpOBaTB CBOJ
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00X KOHIENIHH M0 0e30MacHOMY MCHOJIb30BAHUIO HU(POBBIX YCTPOMCTB M yCIYyT B

AMOXY yA00HOH! U OJHOBPEMEHHO MPECTABISAIONIEH YyTpo3y YaCTHOM KU3HU TEXHOJIOTUU

oonpmnx aanubix (BigData).

HpeI[J'IO)KeHHBIe KOHOCIIONUKU MOT'YT OBITH MCIOJIb30BAHBI AJIs1 COBCPUICHCTBOBAHUA

MEXAHU3MOB PpEryJUPOBAHMUS LHUPPOBON SKOHOMHUKH, B NEPBYIO OYEpPENb, CPEpPHI

MCPCOHAJIBHBIX TAHHBIX.

Hoxymenm paspaboman paboueii epynnoti

N0 60NPOCAM OP2AHUIAYUOHHOU 3AUJUNbL NEPCOHANbHBIX OAHHBIX
Koncynomamuenozo cogema npu ynoiHomoueHHOM op2ane

no 3awjume npag cyOveKmos nepcoHANbHbIX OAHHBIX

noo obweti pedakyuei.

Anexunoui U.I"., Ilpeocedamens Koncynomamugrnozo cosema npu
VROIHOMOYEHHOM Op2ane no 3awume npas cyobeKmos nepCoHANbHbIX OAHHBIX,
yuenoeo cexpemaps Llenmpa unoicenepnozo obpasosanus Poccutickoti akademuu
obpasosanus - Poccuiickoeo eocydapcmeennozo yHugsepcumema He@pmu u 2asa
(HUY) umenu U.M. I'vokuna

Honasuna A.B., Jupexmopa Hcnoaxoma Hayuonanenozo [Jenvghuiickoeo cosema
Poccuu;

Yepuuxosa C.B., awamumuxa, aemopa KHUe HO  UHGOPMAYUOHHOU
bezonacnocmu.
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